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The Impact of Autonomous Weapons Systems on
International Security and Strategic Stability
Autonomous weapons systems (AWS) are for most people akin to science ﬁction. Although fully autonomous
weapons systems do not yet exist, recent rapid progresses in artiﬁcial intelligence compels us to think about
the potential impact of this weapon on the conduct of war, international security and international stability.
This paper starts by reviewing what artiﬁcial intelligence is all about, its recent progress and then looks
at the likely impact of AWS on strategic stability. It argues that AWS will likely be very destabilizing for
international stability because they favour the offensive. It follows that strategies of pre-emption are likely
to emerge to thwart the use of AWS.
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What is artiﬁcial intelligence?
Artiﬁcial intelligence is not new and has been developed since
the 1950s when computer scientists rallied around the term
at the Dartmouth Conferences in 1956. In the words of the
founders of the discipline of artiﬁcial intelligence, AI represents
the ability of “making a machine behave in ways that would
be called intelligent if a human were so behaving“. [1] In other
words it is the capability of a computer systems to perform task
that normally require human intelligence.
For a very long time, AI was not considered seriously because
scientiﬁc advances were almost inexistent. In the words of
Sergey Brin, Google’s cofounder, “I didn’t pay attention to it
(AI) at all. Having been trained as a computer scientist in the
1990s, everybody knew that AI didn’t work. People tried it,
they tried neural nets and none of it worked.” Fast-forward a
few years and Brin says that AI now “touches every single one
of Google’s main projects, ranging from search to photos to
ads…everything we do. The revolution in deep nets has been
very profound, it deﬁnitely surprised me, even though I was
sitting right there.” [2] If the development of AI is a surprise for
specialist, imagine how disruptive it is for policy makers.
Two technological developments brought AI to the fore. Firstly,
advances in the miniaturization of transistors, the building blocks
of modern computer hardware, have allowed the doubling
of the computing power in about every 18 months since the
1960s. This is known as the Moore’s law. The size of the current
smallest transistors is 14nm with 10nm semiconductors expected
this year or in 2018. [3] 5nm seems to be a physical barrier but
scientists are already working on bringing this limitation down
to 1nm. As a way of comparison, the diameter of human hairs
varies from 0.017 to 0.18 millimeters. This represents more than
1000x the size of current transistors.
Secondly, the number of data generated on a daily basis has
exploded notably with the emergence of mobile and connected
devices. It is estimated that 2.5 exabytes are produced every
day. This is the equivalent of 250’000 libraries of Congress or
530’000’000 songs. [4] With the rise of the Internet of Things
(IoT) it is estimated that 8.4 billion connected things will be in
use worldwide by the end of 2017 and 20.4 billion by 2020. [5]
These will generate 44 zetabytes of data which is the equivalent
of 5’200 gigabytes for every individuals on earth. [6] By way
of comparison, 1 gygabyte can hold the content of about 10
meters of books on a shelf, so 5’200 GB is about 52km of books.
The combination of increasing computing power and data has
allowed making some breakthroughs in artiﬁcial intelligence
notably by the application of machine learning [7] techniques
such as artiﬁcial neural networks and especially deep learning.
Deep learning represents a class of machine learning algorithms
that are inspired by our understanding of the biology of our
brains. Deep learning processes data through different layers of
the neural network where at each step information is extracted.

As this learning process is very data intensive, it is only recently
with the explosion of big data that it became possible to run
massive amounts of data through the system to train it. Thus,
major milestone in AI were met recently.
In 2015, Baidu, Microsoft and Google managed to sort million
of images with an error rate inferior to 5% which is the typical
human error rate. [8] This is all the more remarkable as the best
algorithm had an error rate of 28.2 percent in 2010 and is now
down to 2.7 percent in 2017. [9] In 2016, Google Deepmind,
created the AlphaGo algorithm and beat the second best player
of the game of Go in four out of ﬁve games. Go is considered
as the most complex board game as there are more positions
(10p170) than atoms in the universe (10p80). [10] In January
2017, Libratus, an algorithm developed by Carnegie Mellon
University, played more than 150’000 hands in no-limit Texas
Hold ’Em Poker against four of the best world’s human players.
In the end, Libratus won $1’776’250. The player who lost the less
lost $85’649 and the biggest loser lost $880’087.
The innovation with current algorithms is that unlike Deep
Blue that was trained to beat Kasparov at chess though brute
computational force to evaluate millions of positions, current
algorithms are learning and are general purpose frameworks
that can be applied to different issues. For instance, AlphaGo
was then used by Google to manage power usage. It reduced
by 40 percent the amount of electricity needed for cooling and
that translated into a 15 percent reduction in overall power
saving. [11 ¨By using reinforcement learning techniques and
enough simulations, these algorithms are able to increasingly
learn new tasks on their own. [12] Thus, while AlphaGo learned
the game by analyzing 30 million Go moves from human players,
Libratus learned from scratch. Libratus started by “playing at
random, and eventually, after several months of training and
trillions of hands of poker, it reached a level where it could not
just challenge the best humans but play in ways they couldn’t
– playing a much wider range of bets and randomizing these
bets, so that rivals have more trouble guessing what cards it
holds.” [13] Both AlphaGo and Libratus ended up playing in a
very different way that humans play the game.
Unlike chess board games, poker is a game with incomplete
information. Because of the possibility of blufﬁng at poker, “an
AI player has to randomize its actions so as to make opponents
uncertain when it is blufﬁng.” [14] There is here no single
optimal move. Because of this, Libratus is a milestone in AI as
a machine can now out-bluff a human. Moreover, algorithms
such as Libratus will be able to play a role with everything from
trading to cybersecurity, political negotiations and warfare.

The Militarization of AI
The militarization of artiﬁcial intelligence is translated in
increasing autonomy in weapon systems. According to the US
Department of Defense, “to be autonomous, a system must
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have the capability to independently compose and select
among different courses of action to accomplish goals based on
its knowledge and understanding of the world, itself, and the
situation.” [15] Autonomous systems can be of two categories:
autonomy at rest and in motion: Whereas the former operate
virtually such as software, the latter operate in the physical
world such as robots or autonomous vehicles. [16] To be fully
autonomous, autonomous systems in motion should fulﬁll
three functions. They should move independently through
their environment to arbitrary locations; select and ﬁre upon
targets in their environment and create and or modify their
goals, incorporating observation of their environment and
communication with other agents. [17] A recent study by Heather
Roff and Richard Moyes of the Global Security Initiative at
Arizona State University mapped 256 systems that contain some
features of autonomous weapons systems (Figure 1). [18] The
study shows that features of mobility (homing and navigation)
are those that proliferated the most since they are also the
oldest one. Target acquisition and identiﬁcation technologies
are the next technologies as they are a key component of early
offensive systems especially air-to-air missiles. Self-engagement
technologies such as target image discrimination and loitering
are the most recent emerging technologies. Target image
discrimination has been boosted by recent improvement
in image recognition as mentioned previously. Though this
technology is currently on a low number of deployed systems,
this feature is prioritized in the development of new weapon
systems such as LRASM and TARES. [19]
Loitering technologies are being incorporated in new unmanned
aerial vehicles (UAVs) such as nEUROn and Taranis to make
them persistent. [20] The combination of target discrimination
combined with loitering represents as rightly stated by Roff
and Moyes, “a new frontier of autonomy, where the weapon
does not have a speciﬁc target but a set of potential targets
and it waits in the engagement zone until an appropriate
target is detected.” [21] This represents a step towards offensive
autonomous weapons.

Figure 1: Development of various autonomous technologies
over time (Roff and Moyes) [22]
These developments demonstrate that although fully
autonomous weapons systems do not yet exist, they are
probably within less than a generation reach. Indeed, artiﬁcial
intelligence and the associated technologies of the so-called
Fourth Industrial Revolutions are growing exponentially because
they “can build on and diffuse over the digital networks”
developed by the Third Industrial Revolution. [23] It is therefore
crucial to think about their potential impact on international
security and warfare. The next part looks at the impact of AWS
on strategic stability and proliferation.
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The impact of AWS on strategic stability
One crucial aspect of the development of new weapons for
international security is their impact on strategic stability.
Strategic stability refers to “the condition that exists when two
potential adversaries recognize that neither would gain an
advantage if it were to begin a conﬂict with the other.” [24]
Strategic stability is neither simple nor static, but should be
viewed broadly as a result of effective deterrence.
Throughout history, the major military modes of achieving
deterrence has been to build a military force large enough
to establish the credibility of threatened punishment if vital
interests are impinged upon.
During the Cold War, deterrence was thought of as a mechanism
to prevent the opponent’s use of nuclear weapons through the
threat of retaliation. Maintaining a second strike capability was
the cornerstone of the doctrine of Mutual Assured Destruction
(MAD) and also the key enabler of strategic stability. Strategic
stability was thus achieved by “making sure that each side has
enough offensive forces to retaliate after a ﬁrst strike and it
assumes that neither side has the defensive capability to impede
the other sides’ ability to deliver its devastating retaliatory
strike.” [25]
Moving beyond the nuclear dimension, deterrence can be
more generally deﬁned as “the maintenance of such a posture
that the opponent is not tempted to take any action which
signiﬁcantly impinges on his adversary’s vital interests”. [26]
Deterrence therefore relies on maintaining an offense-defense
balance, which is in favor of the defense.
It follows that “conﬂict and war will be more likely when
offense has the advantage, while peace and cooperation are
more probable when defense has the advantage.” [27] An
important consideration when it comes to AWS is therefore the
likely impact they will have on the offense-defense balance.
With the development of AWS, the threshold for the use of
force will likely be lowered and thus favor the offense for two
reasons. Firstly, even if the international community manages
to impose limitations on targeting - which is debatable if we
look at dynamics of contemporary conﬂict that make civilians,
targets of choice - which could be more discriminate indeed, the
key problem remains that states will likely exercise less restraint
in the use of these weapons because the social cost incurred is
lowered by the fact that no human life will be put at risk on the
attacker’s side. One constraint in the use of AWS is economic.
One could argue that the price of these technologies is a
signiﬁcant restraining factor on the propensity of states using
and developing them. While at the early stages of development
of any technology, the initial cost may be high, however, as has
been demonstrated with the development of the computer or
digital technologies, the high price of early adopters is greatly
reduced over time. The same is likely to be true for AWS,
particularly because of the dual-use nature of AI technology,
which is primarily driven by the private sector.
Secondly, the offensive nature of these weapons is also
strengthened by their likely tactical use, which relies on
swarming tactics. The latter relies on overwhelming and
saturating the adversary’s defense system by coordinating
and synchronizing a series of simultaneous and concentrated
attacks. Such tactics are aimed at negating the advantage of any
defensive posture. In October 2016, the U.S. DoD conducted an
experiment where 103 Perdrix micro drones were launched from
FA/18 combat aircrafts and were assigned four objectives. In the
words of William Roper, director of the Strategic Capabilities
Ofﬁce at the U.S. Department of Defence, the drones shared
“one distributed brain for decision-making and adapting to
each other like swarms in nature.” [28] The drones collectively
decided that a mission was accomplished, ﬂew on to the next
mission and carried out that one. [29] On 9 February 2017, two
teams from Georgia Tech Research Institute and the U.S. Naval
Postgraduate School pitted two swarms of autonomous drones
against one another. This represented “the ﬁrst example of a
live engagement between swarms of unmanned air vehicles
(UAVs). [30] Three days later, on 12 February 2017, China set a

world record when “a formation of 1’000 drones performed at
an air show in Guangzhou.” [31]
With the use of swarms of AWS it is very likely that the offensedefense balance will shift towards the former. In that case,
deterrence will no longer be the most effective way to guarantee
territorial integrity. In an international environment that favors
the offensive, the best strategy to counter the offensive use of
force is one that relies on striking ﬁrst. It follows that strategies
of pre-emption are very likely to become the norm if AWS are
becoming the weapons of choice in the future. Striking ﬁrst
before being attacked will provide a strategic advantage. The
concept of pre-emption, however, is a clear violation of the
current international regime on the use of force, which relies
on self-defense and authorization granted by the UN Security
Council and falling under the Chapter VII of the UN charter.
Another consequence of favoring offense is the greater
likelihood of international arms races.
As mentioned above, the ability to strike ﬁrst represents a
strategic advantage. In order to deny the adversary’s ability to
do the same, states are very likely to invest and improve current
AWS technology. This, in turn, is likely to initiate an arms race.
We can already observe this dynamic at play. Last year, for
instance, the Defense Science Board of the U.S. Department of
Defense released its ﬁrst study on autonomy. The report stated
that “autonomous capabilities are increasingly ubiquitous and
are readily available to allies and adversaries alike. The study
therefore concluded that DoD must take immediate action to
accelerate its exploitation of autonomy while also preparing
to counter autonomy employed by adversaries. (…) Rapid
transition of autonomy into warﬁghting capabilities is vital if
the U.S. is to sustain military advantage.” [32]
AI and autonomy are seen pivotal technologies of the U.S.
Third Offset strategy to secure military advantage over China
and Russia. These two powers as well lesser one have also
increasingly invested in autonomous weapons technologies. In
August 2016, the state-run China daily reported that the country
had embarked on “the development of cruise missile systems
with a “high level” of artiﬁcial intelligence to counter the US
Navy LRASM. [33] At the 2017 Russian Army Expo, Yermak, a
fully automated, AI-powered anti-aircraft defence system was
unveiled. [34] Russian famous AK-47 company, Kalashnikov, also
recently announced that they are building “a range of products
based on neural networks, including a fully automated combat
module that can identify and shoot at its target.” [35] This is
in line with President Putin recent remarks that “the one who
becomes the leader in this sphere (i.e. AI) will be the ruler of the
world.” [36]
When developing AWS, states and the international community
should very carefully think about the consequences of this
technology also falling into the hands of radical terrorist
groups such as the Islamic State (ISIS). These groups massively
rely on suicide bombings for tactical (breaching a front line, for
instance) and strategic purposes (shocking the international
community). The acquisition of AWS by these groups would act
as a massive force multiplier as they could use the same suicide
bombing tactics but with a greater concentration of mass (since
they would rely on more machine acting as “suicide bombers”).
The vertical proliferation of autonomous weapons systems to
non-state actors will potentially democratise the access to the
use of military force. As mentioned in a study by the Harvard
Kennedy School Belfer Center [37], the commercial AI industry
concentrates most of AI advances. Beyond the issues of doubleuse technologies, commercial applications become increasingly
widely available with time passing. In addition, the cost of
replicating algorithms, which are lines of codes, is almost nonexistent. Thus, scenarios where violent non-state actors such
as ISIS, terrorist groups or criminal organisations could acquire
AWS on black markets, or by building their own cannot be
excluded. [38] Current developments in the weaponization of
drones are an indicator supporting this possibility. [39]

Conclusions
Although autonomous weapons systems do not yet exist, the
intended impact of these weapons on international security
has the potential to be very destabilizing for the international
system be it because it can upset the strategic balance and favor
an offensive defense posture favoring pre-emptive strategies
or because these technologies could be used beyond their
intended limitations shall they fall into the hands of non-state
actors or terrorist organizations. The international community
– not only limited to the United Nations but also the AI industry
players and scientiﬁc community – shall therefore be very
vigilant about not granting too much power and autonomy to
weaponised robots and algorithms as the consequences might
well be dystopian.
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