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Executive summary

Building on recent advances, agentic artificial intelligence (Al) is an emerging
technological paradigm and the next wave in Al development that enables
agents to autonomously pursue complex goals and interact with each other
with minimal human supervision via the integration of large language model
capabilities. Through increasingly autonomous agents, agentic Al is shifting the
Al landscape from being a passive, supportive tool towards an active executor
that can increasingly define and take courses of action on behalf of a human
user. If implemented successfully, agentic Al expands the scope, scale, and
complexity of potential Al use cases, including in domains where automation
has traditionally proven to be difficult, while transforming human-machine
collaboration and delegation. However, while Al agent performance appears
to be increasing rapidly, many real-world agentic Al applications are still in an
experimental stage, and agents have turned out to be rather limited in their
effectiveness. It is therefore important to look beyond the surrounding hype
by critically assessing agentic Al’s current state and anticipated capabilities.
The analysis in this Geneva Paper aims to provide a better understanding of
these issues by mapping the rapidly evolving landscape of agentic Al from its
technical foundations to its possible strategic implications.

Agentic Al has an inherent dual-use potential that is bound to transform both
commercial and military applications alike. However, uncertainties remain around
its future capabilities and pace of development, as well as existing technical
limitations and other barriers that could slow down the deployment of agents
and hinder broader agentic adoption. In the military sphere, agentic Al can act
as an analytical enabler, force multiplier, and disruptor, and provide potential
benefits for both offensive and defensive actions. The development of agentic
Al is giving rise to the concept of agentic warfare, in which autonomous agents
could provide battlefield advantages by playing increasingly important roles
across military functions such as intelligence gathering and analysis, planning,
logistics, and decision-making. The use of agentic Al both amplifies certain
challenges prevalent in existing Al systems and introduces a variety of novel
risks and vulnerabilities that are particularly pronounced in high-stakes settings
such as the military domain. Before deployment at scale, it is crucial to assess
the technology’s trajectory and potential implications for the future of warfare.

This forward-looking analysis explores how agentic Al development takes
place amid commercial and military adoption races and intensifying geopo-
litical competition. The technology and its integration into commercial and
military systems create significant implications for international security and
strategic stability, and raise questions around the proliferation and misuse
of the technology. Despite improving autonomous capabilities, promising use
cases, and various anticipated benefits, increasingly autonomous agents also
raise significant societal, security, legal, and ethical risks that may threaten
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the successful, effective, and sustainable implementation of agentic Al if left
unaddressed. This requires actors that seek to leverage the potential of Al
agents to find a balance between autonomy and security. It also demands
regulatory attention and risk mitigation while the technology is still in its early
stages and before its deployment at scale.
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I. Introduction

Al has created countless new opportunities and offers significant potential for
those businesses and organisations that manage to integrate it successfully into
their operations. The “breakout year”! of generative Al (GenAl), 2023, marked
a key milestone in Al development. Since then, GenAl has seen widespread
adoption in various industries and day-to-day work alike. Whereas scaling up
business operations traditionally required recruiting new human capital, solo
entrepreneurs are now creating Al-powered start-ups. It is now possible to reach
thousands of clients with little more than a computer and Al. Some ambitious
entrepreneurs already envision leveraging next-generation capabilities to create
a “billion-dollar one-person company”? In this speculative scenario, autonomous
agents (i.e. Al-driven systems that can carry out tasks on a user’s behalf) are
considered the key enablers for scaling such zero-employee companies.® In
the view of tech company chief executive officers (CEOs) such as Anthropic’s
Dario Amodei and OpenAl’s Sam Altman, with the help of autonomous Al, such
a “one-person unicorn” could become reality as soon as 2026.4

The next frontier of primarily machine-learning-based technology that drives
autonomous Al is called agentic Al, i.e. Al systems that enable autonomous
action to achieve complex goals. It marks a significant shift from earlier types
of Al, because it goes beyond generating text or images towards increasingly
defining a course of action (COA), taking decisions autonomously and carrying
out tasks independently. This may lead to a future in which “everyone” (sic) will
ultimately be managing or supervising several intelligent agents.® For example,
the telehealth start-up Medvi, a two-person venture that uses more than a
dozen of Al tools, including Al agents, will reportedly reach US$ 1.8 billion in
sales this year.® While Medvi is technically not a one-person company and does
not operate autonomously, it nevertheless is an example of a next-generation
business deploying Al to grow at unprecedented speed and scale. Although there
is huge potential, such as the feasibility of creating a billion-dollar autonomous
company, this Al paradigm raises questions far beyond the business world
about the risks of increasingly autonomous Al. If a solo founder is able to
use Al for scaling commercial operations, others could misuse this potential.
Specifically, it opens the door for the weaponisation of increasingly autonomous
capabilities by various threat actors.” Considering both the potential benefits
and possible risks associated with Al agents, it is crucial to take a closer look
at agentic Al development, including its surrounding hype and implications for
international security.

Although agentic Al currently remains in an early stage of development, it has
gained increasing attention, with Nvidia CEO Jensen Huang already proclaiming
in January 2025 that “the age of agentic Al is here”® While in 2024, 0% of
day-to-day work decisions were made autonomously by agentic Al, this is
predicted to change significantly: 40% of enterprise applications are expected
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to integrate Al agents into their capabilities by the end of 2026, and 15% of
work decisions are projected to be taken autonomously by 2028.° Companies
are releasing new Al agents and are actively investing in developing agentic
capabilities.'® While previous predictions of 2025 as the “breakout year of agentic
Al” — similar to GenAl in 2023 — were overstated, agentic Al could nevertheless
represent another inflection point in the evolution of advanced AL™ In view
of the increasing proliferation of Al agents, the analysis that follows aims to
provide a comprehensive assessment of the foundations of agentic Al, its
capabilities, and possible applications for civilian and military uses. It further
explores emerging challenges and discusses agentic Al’'s broader implications
for international security and strategic stability, thereby addressing a critical
gap in existing security studies literature.
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II. Defining agentic AI and autonomous
agents

A. The three waves of recent Al evolution

Despite a current focus on generative and increasingly agentic capabilities,
the history of Al spans more than seven decades, during which the technology
improved gradually with advances in computer processing power, data availability
and machine learning.'? Recognising that Al development has progressed along
different paradigms and diverse pathways, one way to analytically frame the
recent evolution of Al leading to the foundations of agentic Al is in three con-
ceptual waves of predictive, generative, and agentic Al. Unlike earlier symbolic
Al approaches, which can be defined as an “Al system [that] works by carrying
out a series of logic-like reasoning steps over language-like representations”®
these Al waves primarily fall into the category of connectionist Al, where “neural
networks learn patterns from large amounts of empirical data”'#

The first wave started around 15 years ago with the advent of predictive Al,
and was characterised by data-driven algorithms, machine learning models,
and big data analytics." Predictive Al also introduced the first neural networks,
i.e. complex systems of interconnected nodes that can learn from data and
make predictions based on patterns identified in training data.’® The release
of AlexNet in the early 2010s is widely considered a breakthrough moment
for deep learning technology.' Its combination of neural networks, datasets
of unprecedented scale and advances in computational power led to major
advances in image recognition. Predictive Al systems learn statistical patterns
from data through neural networks rather than following explicit rules. While
this form of Al largely focuses on supporting specific tasks, this wave enabled
organisations to improve data-driven decision-making."®

The combination of deep learning, neural networks and natural language
processing helped launch the second wave of GenAl'" GenAl relies on large
language models (LLMs) that are bigger and more complex neural networks
than those introduced during the first wave. GenAl uses advanced algorithms
to match patterns and combine pieces of information from vast amounts of
training data. The release of OpenAl’s ChatGPT-4 in 2023 was a breakthrough
for GenAl, and its natural language interface made the technology available
to many users. “GPT” refers to the underlying transformer architecture that
enables the model to simultaneously process and understand the relationship
between different parts of a sentence.?? Through transformers, GenAl excels
at generating text, images or other content from learned patterns. However,
despite the recent progress in the use of reasoning models in bounded contexts,
LLMs struggle to understand underlying logic or causality.?! GenAl’s autonomy
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is limited, because it typically relies on user prompts to initiate a process and
lacks the ability to act on behalf of a user.??

Agentic Al marks the third wave in this progression and the next evolutionary
step in Al development. In contrast to predictive and GenAl, which are primarily
reactive systems that respond to user inputs, agentic Al is inherently proactive.?®
By building on existing capabilities and integrating new innovations, agentic Al
transforms Al systems from supportive tools that augment human behaviour
to increasingly autonomous agents capable of independent action.?* This
could enable a gradual shift from current prompt-based knowledge support to
action- and roles-based autonomous support through agents capable of pursuing
a specific COA.2° The progression from predictive Al with a narrow scope to
generative and now agentic Al over a little more than a decade demonstrates
the rapid pace of Al development.

B. Agentic Al: definition, architecture and key
characteristics

Agentic Al is often used as an umbrella term for advances in Al leading to greater
agency or autonomy. Both concepts are related, but distinct. Autonomy refers
to “the power to act and make decisions independently”?® and is a necessary
precondition for agency. Agency, in turn, describes “the degree to which a
system can adaptably achieve goals in complex environments with limited
direct supervision”?” A system can therefore be autonomous without being
agentic, but it cannot be agentic without some degree of autonomy. Agency
breaks down into four components that make an algorithmic system more
agentic: environmental complexity, goal complexity, independent execution and
adaptability. It is a property that increases with each component on a maturity
spectrum rather than being a binary distinction.?® Al systems possessing a
high degree of agency across all four dimensions can be considered agentic.

Agentic Al can be described as a “paradigm in Al [that] refers to autonomous
systems designed to pursue complex goals with minimal human intervention®.?®
While this captures key aspects of the concept, no universally accepted definition
of agentic Al currently exists, and definitions vary considerably in scope and
emphasis.?® The recent advent of agentic Al focuses on systems that combine
autonomous action-taking with LLM capabilities such as a natural language
interface. This enables agents to pursue complex goals by leveraging LLMs as
their cognitive core, allowing them to understand language, to reason, and
to flexibly adapt to novel situations with limited direct supervision.®' While
LLM integration represents a significant advance, other agent-based systems
that follow symbolic and rules-based approaches have existed for decades.??
This Geneva Paper will focus on LLM-based agentic Al systems as the current
frontier of Al development.
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Al systems can be categorised as either human-agency Al or machine-agency Al,
depending on where the broad goals that determine their behaviour originate.
They reflect human agency if goals are human-made (external), and machine
agency if they are machine-generated (internal).>® While current agentic systems
represent an advance in proxy agency by extending human capabilities, agentic
Al remains a human-agency Al, a technology through which humans exercise
agency by delegating rather than systems in which agency is situated internally.3*
Agentic systems continue to operate in pursuit of broader goals defined by
humans and in environments determined by them. Delegation to autonomous
agents becomes a key element in this human-machine relationship and results
in increasingly complex delegation networks.®

Agentic architectures typically consist of four core components, as outlined in
Figure 1. While modern agentic systems integrate LLMs, this fourfold technical
foundation resembles earlier symbolic cognitive architectures such as Soar.>¢
Firstly, an agent’s perception module allows the system to gather data from
external sources through multimodal sensors such as integrated cameras that
can process text, code, audio, visual and data.?” Secondly, the cognitive module
enables an agent’s goal setting, planning, and decision-making by processing
information from the perception module with the help of integrated LLMs,
goal-oriented architecture, and decision trees.*® Thirdly, agentic architecture
includes an action module through which agents can execute actions and
interact with external systems in both the physical and digital space using tools
or actuators such as speakers or network interfaces.?® Fourthly, the learning
module enables continuous learning from previous interactions and experiences.
Through mechanisms such as reinforcement learning, rewards or penalties
are provided for an agent’s behaviour.#® Combining these four components in
an agentic architecture enables an agent to perceive its environment, make
decisions, execute actions and adapt based on feedback.

10
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Figure 1: The four components of Al agent architecture®'

Perception module Cognitive module
e.g. multimodal e.g. goal setting,
sensors, cameras, planning,
external data sources decision-making

o

Integrated large
language model

Al agent

Learning module

e.g. reinforcement Action module
learning, memory, e.g. actuators, tools
reflection

Agentic Al exhibits five core functions: planning, reflection, tool use, collaboration
and memory.#? Firstly, agentic Al is characterised by its multistep planning
capability that breaks down high-level goals into subtasks to determine the
best COA. Secondly, agentic Al’s reflection capability enables it to autonomously
operate and assess if a COA needs to be adjusted in response to changing
conditions while engaging in open-ended exploration and experimentation.
Thirdly, agentic Al can use available tools to complete its goals.** Fourthly,
agentic Al can work on open-ended tasks collaboratively with humans or
other agents through communication. Lastly, retaining and recalling prior
inputs, actions, and outcomes allow agentic Al systems to gradually improve
by learning from feedback and experience, and enable the system to adapt
to changing contexts.** While extended in language-based agentic systems,
these characteristics build on existing automated planning systems such as
STRIPS and NOAH, which demonstrated that autonomous behaviour can emerge
through symbolic planning and goal-directed action.?®

"
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C. Autonomous agents

Research on intelligent agents and multi-agent systems has extensive historical
precedents.*® Autonomous agents are therefore not new, but are becoming
increasingly sophisticated and accessible through the recent integration of LLMs.
Building on the described agentic foundation, an autonomous Al agent can be
defined as “a system or program that is capable of autonomously performing
tasks on behalf of a user or another system by designing its workflow and
utilizing available tools”.#” The concept of acting on behalf of someone exists in
other contexts. Human agents such as real estate agents or travel agents have
long operated with bounded autonomy: acting in terms of the authority granted
by a client to achieve a defined goal such as selling a real estate property or
making some kind of travel booking. Autonomous Al agents operate on a similar
principle, independently carrying out a COA to pursue broad goals set by a user
without constant supervision. What distinguishes current LLM-based agents
from earlier Al systems is their ability to pursue complex goals adaptively in
diverse contexts without being explicitly programmed for each scenario. Agentic
Al refers to the broader technological paradigm and architecture that enables
this form of Al agent autonomy.

Agents can be distinguished between software agents that operate on computers
or mobile devices and embodied agents that are situated in a three-dimensional
world.?® Beyond this distinction, they can be deployed in either single-agent
or multi-agent architectures. In muti-agent systems, agents divide tasks and
collaborate toward complex goals by breaking them into subtasks.?® This
enables workflows in which an agent uses the output of other agents and
produces results for successive agents.*° In such systems, roles can be adjusted
dynamically and may include connector agents that orchestrate or supervise as
the systems’ complexity increases.®' Figure 2 shows a simplified multi-agent
architecture of three agents with a human orchestrator in the loop.

12




The International Security and Military Implications of Agentic Al

Figure 2: A multi-agent system

Human
orchestrator

N

An autonomous Al agent can be considered agentic when it demonstrates high
adaptability to its environment while operating with minimal human supervision.
Additional factors include the complexity and generality of both tasks and the
operating environment. Narrow agents represent an earlier generation of systems
built for specific, restricted environments. Such agents typically pursue a single
goal and follow predefined instructions, making them highly capable or even
autonomous in a specific domain, but limited in scope. One such example is
AlphaGo, which was introduced in 2016 to play and win the game GO.52 Many
systems currently described as Al agents do not meet this threshold, instead
falling into the category of chatbots, assistants or co-pilots that exhibit limited
agent-like qualities.>® General-purpose agents capable of fully autonomous
action across diverse environments are still an open research subject.

13
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D. Convergence of Al systems and paradigms

The evolution from generative to agentic Al does not represent a move from
one technology to the other but, rather, a gradual integration. It combines the
language understanding and reasoning capabilities of GenAl with autonomous
goal pursuit, tool use, and adaptive planning. While autonomous agents have
a decades-long history, the recent advent of GenAl has elevated agentic Al to
another level.>® GenAl is a crucial enabler for agentic Al’s increased agency,
because LLMs play a central role in its cognitive module, enabling the system
to communicate via natural language and supporting its multistep reasoning.®®
However, as network-based systems, these models merely approximate and
mirror human reasoning, but do not represent actual reasoning that is consistent
and predictable. As a result, they may struggle with uncertainty, especially when
a scenario does not match underlying training data.®

There is a parallel trend of increasing convergence of Al with other fields and
emerging technologies such as neuroscience, robotics, quantum computing or
blockchain. Although agentic Al is currently focused on the digital sphere, its
impact is bound to increasingly extend into the physical domain. Physical Al —
systems that gain embodiment and can make sense of the physical world and
simultaneously engage in this environment — is considered a subsequent wave
of Al development that is currently under way.5” Breakthroughs in intelligent
robotics combined with agentic Al could lead to advances in physical Al and
enable the automation of physical tasks and, increasingly, general-purpose
robots.%® However, the convergence between physical Al and agentic Al through
LLM-based autonomous agents that execute actions in the physical world is
at an even more nascent stage than current agentic systems operating in a
digital environment.

14
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III. Potential opportunities

If its anticipated characteristics materialise, agentic Al offers various oppor-
tunities through a system’s ability to act autonomously and interact with
other agents — either human, artificial or institutional — that would lead to
transformations across different sectors.?® Agents base their decisions on data
collected from integrated sensors, user inputs, other external sources and
previous interactions that allows them to respond to environmental changes
in real time. This adaptability to feedback from changing environments makes
agentic Al more resilient and effective in highly dynamic contexts. Agentic Al
thereby expands the potential scope of Al applications, because it allows users
to address more complex real-world challenges in areas where automation
has not been feasible or profitable thus far.

If agentic Al systems are integrated successfully into organisational settings and
trained with robust data, through data synthesis they may ultimately produce
more reliable and high-quality outputs than other Al systems and address
some shortcomings.®® For example, exchange between agents that cross-check
each other in multi-agent systems and their ability to learn, draw on external
data sources, and delegate may enable them to perform certain tasks more
efficiently and accurately than humans.®! Experiments with open-ended,
self-improving Al systems have shown improved task performance. For example,
DGM-Hyperagents — a multi-agent system that integrates a task-solving agent
and a meta agent that can modify itself and the task agent - demonstrated
self-improvement over time across diverse domains, going beyond coding tasks
and potentially becoming applicable to any computable task.®?

Enhanced autonomy could also offer new opportunities for accelerating and
automating decision-making in a more accurate way. In other cases, human
decision-making can benefit from augmentation by receiving preselected
options. Over time, agentic Al systems will benefit from personalisation as
they learn and become more tailored to individual users or organisations.®®
Because the average adult makes thousands of decisions each day, the resulting
cognitive offload would be significant.®* Additionally, multi-agent systems can
simulate a large number of different scenarios and possible outcomes before
recommending the best COA.

As agentic Al systems become more advanced, interactions will gradually
shift from Al as a command-receiving tool towards a more collaborative
human-machine relationship in hybrid environments.®® In the case of embodied
agents, this could eventually reduce human exposure to high-risk settings. With
multi-agent networks becoming more complex, machine-machine interactions
will also become more sophisticated, enabling increasing interactions between
agentic networks on behalf of humans at machine speed.®® This may allow
for the reallocation of resources, because humans working synergistically

15
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with agentic systems have the capacity to focus on high-value tasks such as
strategic or managerial ones, putting greater emphasis on delegation.®” Both
automation and augmentation through agentic systems could lead to increased
task efficiency and improved overall productivity.

Like other emerging technologies, Al is inherently a dual-use technology and is
playing an expanding role in military operations.®® While it is not yet replacing
many aspects of traditional warfare, Al is becoming increasingly prevalent
on modern battlefields, such as in Russia’s war against Ukraine; Israel’s wars
against Hamas and Hezbollah; and the latest war in the Middle East involving the
United States, Israel, and Iran.®® Because the military domain is characterised
by high degrees of volatility and uncertainty, military Al must fulfil reliability
criteria and maintain functionality even in hostile environments.”® Two of the
key characteristics of agentic Al — its autonomy and adaptability — make it
a potential gamechanger for military operations. As systems become more
sophisticated, agentic Al could act as an impact multiplier for the field of Al
and accelerate more widespread adoption, scaling, and deployment.”

Autonomous agents can also connect and process different data points from
thousands of sensors, enabling better awareness and intelligence. This would
help militaries to tackle new levels of complexity and potentially unlock
unprecedented operational speeds.”? Improved situational awareness could
be used for the better protection of civilians by integrating autonomous agents
into early-warning systems or ceasefire monitoring.”® Agentic Al could thus
offer benefits to support humanitarian and peacekeeping operations in crisis
or conflict settings.

Furthermore, integrating autonomous agents into the simulation of negotiation or
mediation scenarios will allow users to simulate real-world disputes, potentially
contributing to conflict resolution. For example, the tool AgentMediation has
been tested to simulate legal dispute mediation and enabled to test key variables
such as dispute causes, disputant strategies, and mediator expertise.” Al agents
could also help to make peace processes more inclusive. For instance, a United
Nations research project examined the potential of using Al-generated personas
in high-risk environments. Al agents enabled more rapid data collection in
dangerous and time-sensitive situations and provided the ability to overcome
language barriers. If used responsibly, Al agents could supplement traditional
data-collection methods, improve access to under-represented perspectives
and enhance decision-making in fragile settings.”®

16
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IV. Agentic Al use cases

A. Emerging commercial applications

Agentic Al has potential applications across a range of sectors such as health
care, manufacturing, finance or science, where automation has traditionally
proven to be difficult. However, many agentic capabilities remain aspirational.
The boldest predictions come from the industry that is working on developing
agentic solutions, seeking investments and intending to sell products. Following
the lack of a shared definition, many companies market solutions as agentic that
turn out to be rather basic in terms of their autonomy.”® Such “agent washing”
can be a mere rebranding of existing technology such as simple Al chatbots that
may have some agent-like qualities, but lack agentic capabilities.”” According
to a 2025 report, only about 130 of the self-proclaimed thousands of agentic Al
vendors offered real applications of the technology.” While precise numbers are
difficult to determine, this demonstrates that widespread expectations often
exceed current capabilities, which in turn risks eroding trust in the technology.™
To sift through potential hype, this section discusses both operational cases
and potential commercial applications of agentic Al.

Technology companies are increasingly equipping LLMs with the ability to carry
out tasks independently. In early 2025, several products that were claimed to
be autonomous agents capable of controlling computer interfaces to complete
tasks on users’ behalf were released, including OpenAl’s Operator and Manus.
More recently, OpenClaw represents an open-source autonomous agent that is
integrated with LLMs and uses messaging platforms such as WhatsApp, Telegram,
and Signal as the main user interface. Agents such as Claude Code and GitHub
Copilot Workspace are available for autonomous code generation. While recent
systems add natural language understanding and adaptive reasoning, they follow
earlier examples of highly autonomous agents that have long operated in narrow
domains such as airline scheduling or algorithmic trading.®® Product releases
are accompanied by an emerging ecosystem, with platforms to build, train
and supervise agents such as Microsoft’s AutoGen or Salesforce’s Agentforce.
Several open standards have emerged such as Google’s Agent2Agent Protocol,!
which enables interoperability between agents built on different platforms,
and Anthropic’s Model Context Protocol, which enables agents to connect with
external tools such as databases, search engines or software.®"

i The Agent2Agent protocol is an open protocol launched by Google in April 2025 that provides a standard
way for Al agents to communicate and collaborate with each other, regardless of the underlying framework
or vendor.

17
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Despite the rapid proliferation of such products, current agentic systems
remain limited and lack the general-purpose autonomy and reliability that their
marketing implies. Enabling LLM-based web agents such as ChatGPT Agent to
execute long-horizon tasks without making mistakes or getting stuck in loops
remains challenging.®? Researchers who created and tested a fully agent-staffed
company in a real-world environment found that even the best-performing
agents demonstrated only a 25% task completion rate.®® Therefore, a significant
disparity exists between industry promises such as “the age of agentic Al is
here” and empirical realities. Nevertheless, there has been measurable progress
in agent performance. An METR study assessed performance as the human
completion time of programming tasks that can be performed autonomously
by advanced models. It found an exponential increase in task duration over
the past six years, including a doubling every seven months.24 Despite efforts
such as the Epoch Capabilities Index, which combines different Al benchmarks
into a single general capability scale, current performance evaluations remain
fragmented and difficult to compare.®® While it is unclear how the rapid agentic
Al benchmark progress translates into real-world benefits, agent reliability
appears to have only improved modestly over the past two years.®¢

There are several cases in which agentic Al’s wider deployment is envisioned,
but is still in the pilot phase. In the marketing domain, five Al agents were
used to independently create an advertisement video for the sportswear brand
Puma only based on a client briefing document.®” In other sectors, agentic Al is
used for situational monitoring and proactive maintenance, but its application
rarely extends into more complex roles. In manufacturing, agents are used for
predictive maintenance, with agentic solutions being offered to autonomously
optimise production lines, manage inventory levels and streamline supply
chains.®® In health care, where practitioners often face data overload problems
or system fragmentation, agentic systems can facilitate continuous patient
monitoring and suggest medical interventions.®®

Scientific research presents another area for which agentic Al holds promise. In
multi-agent research systems, one agent can specialise in developing hypotheses,
a second can focus on testing these hypotheses and a third can summarise
findings.?° The development of agentic models to advance scientific discovery
will likely result in increasingly automated laboratories.®’ In contrast to humans,
agents are not constrained by conventional scientific thinking, which may allow
them to combine unstructured data, test seemingly improbable hypotheses
and reveal hidden or previously unseen patterns.®? A system called Al-Newton
has independently rediscovered physical laws from raw data without prior
physical knowledge.®® However, it is worth noting that such capabilities are
the result of derivations, pattern recognition or mathematical modelling rather
than representing true conceptual understanding. For this to happen, major
advances in symbolic Al would be needed. Agentic Al could be particularly well
suited to areas such as drug discovery.®* Researchers used a multi-agent model
for biological materials discovery that produced hypotheses with high novelty
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and feasibility, leading to the discovery of a unique combination of existing
materials for further computational design exploration.?® However, it is still
uncertain to what extent agents can drive real scientific progress.

Several companies have integrated agents into their systems to supplement
their regular workforce; however, the extent to which these possess actual
agentic capabilities is unclear. In consulting, Al agents assist with tasks such
as research, data analysis and slide creation. Since 2023, the consulting firm
McKinsey has reduced its workforce by an estimated 5,000 consultants by
deploying over 12,000 Al agents, often significantly reducing the number of
consultants per project.?® Traditional human resources (HR) processes such
as screenings, employee onboarding or performance management have also
been automated through agentic Al.°7 For example, IBM managed to automate
dozens of routine HR tasks when introducing its service AskHR internally in
2024, with agents handling around 94% of employee HR inquiries.®®

One of the areas in which agentic Al is most advanced is software development.
With little human intervention, agentic capabilities are proving useful for
software engineering tasks such as autonomous code generation, testing and
debugging.®® In cyber security, agentic Al is used to automate threat monitoring,
detection, and incident response and safeguard systems in near real time."®°
Examples of agentic Al products deployed for network defence are Microsoft’s
Security Copilot Agents or CrowdStrike’s Falcon Agent."! In the world of
finance, agentic trading systems are conducting financial risk assessments and
dynamically adjusting investment strategies to changing market conditions.'°?
The multi-agent system TradingAgents, modelled on real-world trading firms,
has demonstrated improved trading performance and returns.'® In customer
service and sales, agentic agents can dynamically address customer requests
around the clock while learning from every interaction. For example, Salesforce
introduced a “fully autonomous Al sales agent” called Agentforce SDR to support
sales teams by independently handling leads.'®*

These examples, while not intended to be comprehensive, provide an overview
of crystallising use cases and demonstrate the potential agentic Al offers to
reach unprecedented levels of automation and delegation. Although agentic
systems are being increasingly deployed, their maturity, sophistication and degree
of autonomy vary by use case. Businesses also face several implementation
hurdles. According to estimates, more than 40% of agentic Al projects could be
cancelled by the end of 2027 due to escalating costs, unclear business value
or inadequate risk controls.'® Nevertheless, commercial actors may perceive
a continued incentive to invest, driven by profit potential from increased
automation and the reduction of labour costs.
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B. Potential military applications

Examples of Al deployment are increasingly widespread in military contexts,
where Al can serve three functions: as an analytical enabler, a force multiplier
and a disruptor.’®® Because agentic Al is inherently a dual-use technology, a
variety of possible military applications exist. This section examines current
and prospective use cases of agentic Al in terms of these three functions. To
do so, it will distinguish between the demonstrated capabilities of agentic Al
(since 2024), plausible near-term extensions and experimental applications
(in the next one to three years), as well as high-uncertainty extensions and
long-term speculative uses (beyond three years).

Agentic Al as an analytical enabler

Agentic Al could serve as an analytical enabler in the military domain through
improved situational awareness; enhanced decision support; and automated
military planning, enhanced wargaming, and the provision of dynamic COAs.

Superior situational awareness, intelligence and the ability to outsmart an
adversary are key in warfare. Some even argue that it is not firepower, but the
ability to sort through information the fastest that will be the most decisive factor
in future warfare.’” Recent military confrontations, such as Russia’s invasion
of Ukraine, are generating huge amounts of battlefield data that is crucially
valuable for those who can process it."°% For example, a single fifth-generation
military aircraft such as the F-35 produces terabytes of data during flight and
post-flight."®® However, very often, analysts lack the resources to transform
available data into actionable intelligence. To address this challenge, the Armed
Forces of Ukraine (AFU) has been using Palantir’s software MetaConstellation
to analyse open-source intelligence, drone footage, sensors, and other data
in order to recommend and provide options to commanders in the field."®
With the help of Al, the software synthesises this data into a map highlighting
probable locations of Russian artillery, tanks, and troops and provides a list of
coordinates to soldiers on a tablet." The US military reportedly used Maven
Smart System, a Palantir software that integrates Claude, for Al-enhanced target
selection in the war against Iran."? Processing large datasets, the LLM proposed
hundreds of targets, with strike coordinates prioritised by importance, which
significantly compressed targeting cycles and enabled the military to strike
around a thousand targets in the first 24 hours of the campaign alone.™ In light
of increasing battlefield complexity and speed, agents offer improved potential
to quickly synthesise real-time information from thousands of battlefield
sensors. This allows armed forces to capture a more comprehensive and live
assessment picture of the battlefield." Extending the capabilities of already
deployed systems, agents may be deployed in the near term to spot important
signals in dynamic environments that could otherwise go unnoticed, enhancing
early-warning capacities. This could lead to greater battlefield awareness and
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contribute to lifting the fog of war to at least some degree."® However, many
such claims in the past have been invalidated, because new technologies also
create new challenges and may end up clouding the picture even more due to
their complexity or the novel risks they generate.

Military effectiveness depends not only on enhanced situational awareness,
but also on translating this information superiority into real-time decisions
and actions quicker than an adversary."® However, human analysts continue
to face data overload problems despite Al-driven decision support. Traditional
military decision-making cycles often move slowly and can range in length from
24 to 72 hours."” Computerised planning systems such as the Contingency
Theater Automated Planning System have been used for automated planning
in military operations since the First Gulf War, demonstrating early operational
applications.”® Agentic Al can further help with addressing this dilemma by
enhancing decision support and automating military planning.”® Military
decisions can be grouped into three categories based on their degree of
complexity and ambiguity: routine tactical decisions, operational decisions,
and strategic decisions.™® Agentic Al offers the potential to automate routine
decisions at scale, thereby freeing up time for military personnel to focus on
more complex decisions, while also supporting complex operational choices and
strategic planning.'®' For instance, agents can provide support with predictive
logistics and maintenance through a process of continuous tracking, proactively
addressing shortfalls.'™? Integrating agentic Al into operational decision-making
could significantly shorten decision-making cycles in the medium term, but
may also require linkage with classified systems, which is likely to delay actual
operational deployment until adequate reliability and safety standards are
met. At the strategic level, being able to compress decision-making cycles —
also known as the observe, orient, decide, act (OODA) loopii — and influence
adversarial ones have become the essence of warfare.'?® Agentic Al could play
an important role here by providing a better threat picture and faster actionable
measures to outpace an adversary.?*

Agentic Al further offers the possibility for enhanced wargaming and strategic
analysis by training agents to mimic an adversary and simulate their potential
COAs. For example, a Chinese university research team has reportedly used
DeepSeek to come up with 10,000 military simulation scenarios in 48 seconds.'?®
In the same way, frontier Al systems and their strategic behaviour are increas-
ingly being tested for simulation in academic contexts, including nuclear-crisis
decision-making.’?® Militaries could benefit from this by simulating diverse
scenarios for historical or present crises or future scenarios such as a China-
Taiwan conflict, generating large amounts of synthetic data that would otherwise
be difficult to obtain.™7 In light of the recent integration efforts of LLM-based

ii John Boyd developed the OODA loop concept to describe the military command-and-control process, as
well as the complex, unpredictable, and uncertain dynamics of warfare and strategic interactions.
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tools, agentic simulations could soon be used for advanced wargaming and red
teaming exercises that simulate real-world adversarial interactions to reveal
potential weak spots and explore crisis dynamics.'?®

In the near future, this may lead to a military planning ecosystem in which
agents play a central role in determining a COA. In a multi-agent system, agents
can evaluate information from different perspectives, which allows them to
debate options before selecting the best COA for human consideration.'™® Once
a COA has been decided, agents could enable more effective command and
communication by supporting the dissemination of orders.™° In a seeming push
towards agentic Al, the US military’s Defense Innovation Unit awarded a contract
to Scale Al in March 2025 to integrate Al agents into operational decision-making
as part of the so-called Thunderforge project.”™ Thunderforge aims to “deliver
a unified planning ecosystem where Al agents simulate wargaming and planning
scenarios and refine proposed courses of action”'®? The system is expected
to speed up military decision-making and assist resource allocation.”™?® Scale
Al is prototyping agentic capabilities for the US Department of War (Dow)
with a focus on “agentic alerting”, identifying anomalies at machine speed,
and “agentic planning”, deploying agents for military planning at the same
speed.”™ The DoW also awarded OpenAl, Google, Anthropic, and xAl contracts
worth US$ 200 million each to develop agentic Al workflows and use them
in a national security context.”™ In January 2026, the DoW signed a US$ 5.6
billion contract with Salesforce to “accelerate future agentic Al deployment”
to “enable the Army to activate Al agents as force multipliers”'® This signals a
growing shift within the DoW from isolated Al tools towards agentic warfare, in
which autonomous systems are deployed to facilitate or drive military planning,
logistics, procurement, operations and intelligence.’”

Agentic Al as a force multiplier

Agentic Al may act as a force multiplier across the areas of autonomous weapons
systems (AWSs), defence and deterrence, military code generation, offensive
cyber operations, and enhanced human-machine teaming (HMT).

The Russia-Ukraine War has seen progress in the partial autonomy of weapons
systems such as in autonomous navigation or target detection, tracking and
pursuit in response to jamming technologies. Al-enabled drones are capable of
autonomously striking targets up to two kilometres away with so-called last-mile
navigation."™® Less than 1% of drones deployed by the AFU were considered to
be Al-enhanced in 2024; however, they were reportedly up to four times more

iii  This publication uses the name “Department of War” to refer to developments under the current US
administration following the name change on 5 September 2025. References to prior developments follow
the previous designation, “Department of Defense”.
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effective.”® For example, it has been alleged that some of the drones that
were used in Ukraine’s Operation Spider Web against Russia’s strategic bombers
in June 2025 had been equipped with some Al-enhanced capacities such as
Al target recognition to hit specific weak spots following the use of Russian
aircraft images and museum pieces as training data.'® The vast majority of Al
deployed in weapons systems is currently rules-based; however, efforts are
under way to also implement agentic AL.' Despite increasing levels of autonomy
entering the battlefield, fully AWSs that combine all autonomous features
have not yet been documented, and existing systems tend to lack robustness
and face operational challenges.'? However, increasingly autonomous drones
relying on Al start to “independently navigate under electronic suppression
[and] search and destroy targets without pilot input”'#® Contingent on further
advances such as in spatial reasoning, future AWSs integrated into robotic or
drone platforms™ could leverage agentic Al for goal-directed behaviour and
contextual adaptability.'* This may enable autonomous end-to-end agentic
AWS operations in which systems navigate unpredictable, impractical or
dangerous environments by adjusting their route in real time and decide on
the best tactic to achieve a mission objective.'® This was partly achieved in
2022 for non-military drones by a group of researchers at Zhejiang University,
where a swarm of ten lightweight drones was able to autonomously identify a
path to fly through a dense bamboo forest.'® Ukrainian drone manufacturers
are reportedly working on equipping drone navigation software with LLMs."”
A natural language interface could enable operators to control the drone over
voice command by providing broader goals such as entering a building, thereby
effectively turning the drone platform into an aerial agent. While reliable
deployment is highly speculative, agentic Al could represent a leap forward in
surrogate warfare, with autonomous agents being leveraged as surrogates in
high-risk environments where technological platforms absorb a user’s oper-
ational burden of conflict.*® This may be used for deflection tactics to avoid
responsibility for a particular action by framing it as the result of unforeseen
consequences.™?

Agentic Al’s potential could also be used for defensive purposes and deterrence
to address traditional combat asymmetries between attackers and defenders.
Enhanced early-warning capabilities and situational awareness may deter an
attack by raising associated costs. Autonomous agents could provide threat
assessment by continuously monitoring an environment, detecting potential
intrusions and reducing the vulnerability window."® While threat response has
thus far been largely human-centric, agentic Al has the potential to automate

iv. InApril 2026, Ukrainian President Zelensky mentioned that “for the first time in the history of this war, an
enemy position was taken exclusively by unmanned platforms — ground systems and drones”. It is worth
noting that these robotic systems are currently piloted by humans but will likely demonstrate increasingly

autonomous capabilities in the future. See https://www.politico.eu/article/volodymyr-zelenskyy-robotic-

systems-russia-army-positions-ukraine/.
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certain aspects of operational security in both the digital and physical domains,
including through carrying out autonomous patrolling.”®' For example, US
defence contractor Anduril is testing Al-powered “sentry” towers that can
automatically detect possible threats, while also offering the possibility to
deploy an autonomous “ghost” drone.'? The US Navy’s Task Force 59 has been
testing and deploying autonomous early-warning drone fleet capabilities in the
Persian Gulf since at least 2023."% Interceptor drones installed on US bases
have already demonstrated significantly quicker response times than manually
controlled systems.™* Similarly, the AFU is developing increasingly autonomous
naval drones such as the Toloka family of underwater drones for reconnaissance
and strike missions.'® While the effective deployment of autonomous defensive
agents has more precedent in the cyber domain, in the long term this may
increasingly extend to physical environments. Yet such technologies could also
be used for improving offensive capabilities, and it remains to be seen which
side (offence or defence) will benefit the most from agentic Al."5¢

Software is central to modern military equipment such as tanks, warships and
aircraft.””” Advanced weapons systems such as the F-35 Lighting Il contain
millions of lines of code, and their software development and maintenance are
expensive and time intensive.'® Military software developers have therefore
started to use GenAl coding assistants to modernise the legacy software of
decades-old military systems.’™® However, through autonomous coding tools
such as Claude Code, commercial software development is increasingly shifting
from Al coding assistants to agentic coding agents that manage and accelerate
entire workflows.'®® For example, in multi-agent systems, one agent may focus
on writing code, another tests it and a third debugs any errors.'®" In the near
term, military software development may increasingly rely on autonomous code
generation to write new code and update or patch existing systems. While this
could lead to cost reductions and significantly accelerate software development
cycles, real-world benefits and broad adoption remain uncertain. Remaining
constraints such as verification challenges and potential security vulnerabilities
are significant bottlenecks for the military domain, where software failures may
have lethal consequences."®?

Autonomous agents are enabling new and more active forms of offensive
cyber operations. Recent examples demonstrate the potential of autonomous
attacks. A report from Anthropic concluded in August 2025 that “agentic Al
has been weaponized” in a large-scale phishing campaign across 17 organisa-
tions, including for automated reconnaissance, the penetration of networks,
and the exfiltration of sensitive data, and that “Al has lowered the barriers
to sophisticated cybercrime”'®® In November 2025, Anthropic reported that
Chinese actors had used agentic capabilities to an unprecedented degree in a
cyber espionage campaign targeting 30 entities globally, including technology
companies, financial institutions and government agencies.’® In April 2026,
Anthropic announced that its Claude Mythos Preview model autonomously
identified and exploited cyber security vulnerabilities in every major operating
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system and web browser during internal testing.'®® In particular, the model’s
ability to carry out multi-stage attacks by exploiting groups of vulnerabilities in
sequence appeared significantly enhanced.’®® When evaluating Mythos Preview’s
offensive cyber capabilities, the Al Security Institute determined that the
model is capable of autonomously attacking weakly defended systems while
uncertainties remain regarding well-defended systems.'®” Due to its presumed
cyber security risk, Anthropic made Mythos Preview available to only a limited
number of partners, rather than releasing it publicly, in a “coordinated effort
to reinforce the world’s cyber defenses” called Project Glasswing.'®® Despite
this rapid progress in capabilities, fully autonomous end-to-end cyber attacks
have not yet been reported.'®® Nevertheless, demonstrated capabilities suggest
that such attacks will increase in sophistication and scale in the near future,
including for offensive military operations.’® While some experts estimate
that the majority of cyber attacks will eventually be carried out by Al agents,
a diversification and mixed attack ecosystem featuring agentic, semi-auton-
omous, and human-orchestrated elements appears likely."”" However, agents
themselves are susceptible to adversarial attacks such as manipulation, prompt
injection, or hacking, and expand the attack surface of any actor deploying
them."2 For instance, prompt injection — i.e. “an attack in which a malicious
prompt is passed to a large language model in ways that its developers did
not foresee or intend”'”® — could happen through the embedding of hidden
prompts on a visited website. Another agent-specific vulnerability is memory
poisoning, which can lead to agents acting on corrupted information.' In the
physical domain, agentic systems can be the target of deceptive tactics such
as decoys or sensor spoofing.”” While agentic Al can support the military OODA
process, it also introduces risk at every stage of the loop, and any benefit is
rendered obsolete if an adversary controls related sensors and actuators.'®
While defensive countermeasures such as the adversarial robustness testing of
agents are improving, mitigating risks may require strategically limiting agency
and monitoring agent behaviour, which would undermine the advantages
provided by Al agents."””

Lastly, agentic Al could enable enhanced forms of HMT. As illustrated earlier,
Al is already accelerating the military OODA process, where agentic Al can be
integrated into every stage, unlocking automation potentials especially in the
decision-making and action phases."® Agentic Al’s implementation may lead to
a distributed agency between humans and machines in which agents possess
increasing agency relative to humans."”® This could redefine the roles of military
personnel working with technology, shifting away from direct control towards
strategic orchestration in increasingly complex hybrid teams.™° For example,
in 2024 Anduril won a contract to develop robotic wingmen drones to support
US Air Force pilots and realise a vision of collaborative combat aircraft.’®! Such
advanced forms of HMT have not yet been fielded in combat situations, but could
become operational in the long run. However, leveraging agentic Al’s potential
for enhanced HMT will require updates to existing military staff structures,
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training, procurement, and doctrines, and is contingent on human trust.'®2 As
a starting point for further integration, agentic Al could be used for enhanced
military training. For example, earlier versions of autonomous agents leveraging
Soar cognitive architecture were used in large-scale military simulations such
as the Synthetic Theater of War 1997 (STOW-97)."®2 While STOW-97 stands out
due to its scale, automated computer-generated forces have been developed
to populate training scenarios with increasing sophistication.'* Digital or
embodied agents that dynamically adapt their behaviour to players’ actions may
make simulations more unpredictable and offer improved training possibilities.

Agentic Al as a disruptor

There is a possibility of agentic Al acting as a disruptor, with the potential
to change “the rules of the game” in at least four different ways in the
military domain: autonomous cyber attacks and adaptive malware, swarming,
autonomous influence operations, and agent-enabled biosecurity risks.

Firstly, autonomous agents pose an immense disruptive potential to cyber
security. The technical feasibility of autonomous cyber attacks and adap-
tive malware with limited tactical adaptation was recently demonstrated by
LAMEHUG. This malware was the first publicly documented malware case that
used a connected LLM to dynamically generate attack commands in real time
that allowed the adaptation of tactics during a phishing attack without new
payloads.'®® A proof-of-concept called PromptlLock further demonstrated how
agentic Al could supercharge ransomware.’®® Such novel kinds of malware
can automatically adapt to evade detection and autonomously select and
compromise targets.'®” Agentic malware may consist of networks of multi-
ple specialised autonomous agents — such as intelligence agents gathering
information, vulnerability-exploiting agents writing exploit code and social
engineering agents designing attacks — collaboratively conducting multistage
attacks in which tactics are adapted dynamically."®® The timeline and technical
readiness for fully agentic malware capable of autonomous reconnaissance,
exploitation, and lateral movement under varied network defences remain highly
uncertain.'®® While the reliability of autonomous agents is currently limited
under benign conditions, succeeding under active adversarial defences adds
yet another challenge. Current evidence suggests that the capability exists in
constrained experimental settings, but scaling to production-grade systems
that maintain effectiveness against active defences and heterogeneous network
architectures is subject to significant gating factors, including improved resilience
to environmental shifts.’®® Some experts argue that attackers currently have
little incentive to divert from current tactics, because these tactics are highly
profitable and effective.'!

Secondly, autonomous swarms, which can be considered an example of
multi-agent systems, are likely to have a disruptive impact on the future of
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warfare.'? Swarms are systems that “operate autonomously and coordinate
their behaviour in a decentralized manner”'® Agentic Al may enable more
complex, autonomous swarm coordination that represents a theoretically
high-impact but empirically nascent capability."* Disruptive potential could
arise from swarms of AWSs that coordinate their behaviour in autonomous
joint operations, leading some analysts to describe them as a possible future
weapon of mass destruction (WMD)."®® To date, no autonomous swarm attacks
with decentralised tactical coordination and multi-agent targeting decisions
have been documented in combat.'® Yet, on 16 March 2026, Russian Lancet
kamikaze drones reportedly struck Kyiv, over 200 kilometres from the Russian
border, with devices “configured for swarm use, autonomous navigation, target
search and strike without operator connection”'®” While saturation attacks
using waves of semi-autonomous systems such as drones and missiles have
been observed in Ukraine and the Middle East, these rely on either the human
coordination of large numbers of simple platforms or scripted waypoint navigation
rather than decentralised agentic decision-making.'®® For example, in January
2026 the Chinese People’s Liberation Army (PLA) confirmed tests in which a
single operator controlled a swarm of more than 200 drones, and the US DoW
conducted a strike test in which one soldier oversaw three drones that hit
multiple targets simultaneously.® With real-time decision-making capabilities
being a bottleneck, agentic Al may increase the complexity and pace of inter-
actions in networks while decreasing human involvement. However, several
hurdles remain that make the real-world deployment of autonomous swarms
speculative. Key unresolved technical challenges that prevent the independent
execution of entire missions include: secure and reliable communication under
electronic warfare, decentralised target deconfliction to prevent friendly fire
and coordination failures, robust perception under sensor-degraded conditions,
and on-board computational and energy demands.?°° The proliferation of
true autonomous swarming capabilities would create new challenges both
on battlefields and in non-battlefield situations such as the protection of
critical infrastructure.?°’ It would enable more sophisticated swarming tactics
that may overwhelm defence systems through mass, fire power, speed and
concentration of forces. Similarly, increasingly smaller drones will be difficult to
detect, and will enable new possibilities for espionage, opening a vulnerability
gap that requires a new approach to airspace security. Some argue that the
most effective response against swarm attacks is defending agentic swarms,
although it remains to be seen if any defensive advantage of swarming can
outweigh its offensive potential.2°?

Thirdly, agentic Al can be a powerful tool for hybrid warfare due to its potential
to conduct autonomous influence operations. GenAl added a new dimension to
such operations by increasing the quality, granularity and scale of disinformation.
Agentic Al could add yet another layer by automating the process of content
target identification and then exploiting observed vulnerabilities through
personalised disinformation production, distribution, and amplification.2°3
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Documented misuse has demonstrated how agentic capabilities increase the
sophistication of phishing and social engineering attacks. These capabilities
signal the near-term feasibility of autonomous information operations for
specific attack vectors such as the automated profiling of target audiences’
psychological traits via social media, the generation of contextually tuned
content and programmatic amplification across platforms through autonomous
agents.2%% The combination of LLMs and autonomous agents in agentic systems
is creating a disruptive threat of collaborative, malicious Al agent swarms.2%°
Similar to the threat of improvised explosive devices, agentic Al will continue
to lower the cost, democratise the use, and increase the sophistication of
influence operations, extending access to smaller state actors and resourced
non-state actors.2%¢ This may contribute to the emergence of a new class of
WMDs: weapons of mass disinformation that could democratise the use of
subversion, with potentially dramatic consequences for participatory governance
systems such as democracies.??” This would also strengthen the trend towards
the emergence of a sixth dimension of warfare, cognition, through the practice
of cognitive warfare.2?¢ The ultimate net impact of agentic disinformation will
depend on the development and improvement of effective countermeasures
and societal resilience.??

Lastly, agentic Al may have a disruptive impact through Al-enabled biosecurity
risks. In theory, LLMs already enable the identification of new pathogens through
the ability to synthesise vast amounts of biological data.?'° For instance, in 2023,
an experiment was conducted where undergraduate and graduate students
were tasked with using ChatGPT to identify ways to cause a pandemic. In an
hour, the chatbots suggested four potential pandemic pathogens and plausible
ways to obtain them.?"" Additional research suggests that LLMs are improving
quickly in providing instructions for releasing lethal substances.?? For example,
Anthropic activated additional safeguards for its Claude Opus 4 model in May
2025 because it could no longer rule out that the model could be misused
for the development and acquisition of chemical, biological, radiological, and
nuclear weapons.?' To date, this remains a theoretical capability and there are
no documented examples of LLM-based disclosure having been weaponised,
because this still requires specialised expertise and novel insights, and is
highly dependent on human prompting.?'* However, autonomous agents may
further reduce the barrier of entry even for non-experts and raise the ceiling for
attacks, thereby amplifying the possible risk of biological attacks by non-state
actors, including terrorist organisations.?'® The Virology Capabilities Test, an
evaluation framework to assess whether advanced Al systems can meaningfully
assist in virology work, found that LLM-based tools can provide expert-level
troubleshooting that is useful for research, but can also be misused.?'® While
potentially beneficial for vaccine development, agentic biological systems (i.e.
Al agents with access to biological design tools) could possibly exacerbate
risks by independently researching new materials or combinations that may
contribute to the creation of a new generation of biochemical weapons with
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novel characteristics.?'” Such manipulation and misuse could make pathogens
more resilient and dangerous, potentially introducing novel catastrophic or even
existential risks in extreme scenarios.?'® While highly uncertain and contingent
on a significant capability increase, access to synthesis infrastructure, and the
evasion of control measures, one scenario could be that agents identify a new
pathogen or toxin and synthetise it with little human intervention.?'® Safeguards
are in place to prevent Al-enabled biological misuses such as screening
software and export restrictions; however, these may be at risk of becoming
less effective.??? In the near future, advanced Al agents may be capable of
bypassing traditional safeguards by autonomously recreating state-of-the-art
Al biological tools and capabilities from publicly accessible information.??!
Agentic Al advances therefore require continuous monitoring, and the possible
adjustment and updating of biosafety and biosecurity measures.

Military agentic Al adoption status

In sum, military agentic Al has implications for the physical, digital, and cognitive
battlefields, and harnessing autonomous agents successfully is increasingly
perceived as a determining factor of military victory.??2 These possible military
applications of agentic Al, some currently emerging and others theoretical, give
rise to the concept of agentic warfare, an environment in which autonomous
agents play a central role in the planning and execution of military objectives
alongside human commanders.??®> Based on the assessment conducted in
this Geneva Paper and despite some demonstrated capabilities, many military
applications of agentic Al are at an experimental stage, while others appear
possible in the long run, but remain speculative at the current stage, as outlined
in Table 1. Ongoing projects indicate that there is a clear push towards the
integration of agentic Al in the US military, although this seems to be at a nascent
stage.??* In its 2026 Artificial Intelligence Acceleration Strategy, the US DoW
lays out the ambition to become an “Al-first warfighting force”, while pursuing
“Al agent development and experimentation for Al-enabled battle management
and decision support, from campaign planning to kill chain execution”®?® as a
main focus. China’s PLA is exploring multi-agent collaboration as part of the
concept of “intelligentized warfare”??¢ It is unclear to what extent agentic Al
applications are being explored and tested by other advanced state militaries
such as those of Russia, Ukraine or Israel.

In either case, experimental testing and the piloting of agentic capabilities
do not guarantee broader operational deployment. Integrating agentic Al into
military settings entails substantial challenges that go beyond current capability
bottlenecks, stemming from largely unresolved legal, ethical, technical, cultural
and practical challenges.??” Predictability is a crucial factor in military contexts;
however, current limitations and the potential failure modes of agentic systems
remain substantial. Therefore, while several agentic Al applications appear
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plausible, substantial reliability and explainability issues remain that could
undermine the trust necessary in these systems and limit their operational
deployment and broader adoption if left unaddressed, especially for strategic
decisions. This is particularly acute in cases where failures are irreversible.
Furthermore, militaries have traditionally adopted new technology differ-
ently. Adoption rates will therefore depend on adjusting different strategic
and organisational cultures prevalent in national militaries and their varying
approaches to acceptable human oversight and the exercise of control.?22 While
the example of the AFU and the Ukrainian battlefield in general demonstrates
how quickly the adaptation and adoption of new technologies such as drones
can happen, this requires significant changes to military structures, tactics,
strategies, and doctrines. Additionally, successful deployment will require
investments in computational infrastructure, cyber security systems and
changes to human-machine collaboration.?2?

30




The International Security and Military Implications of Agentic Al

Table 1: Overview
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V. Emerging challenges and risks

Agentic Al amplifies certain risks prevalent in existing Al systems, such as
reliability, explainability, and misalignment, while new challenges with a primarily
agent-specific character emerge, including novel attack vectors, interoperability
issues, and unpredictable behaviour.

A. Amplified risks

Agentic Al still produces hallucinations, random outputs or errors, and no
technical solutions currently exist to prevent this from affecting system
reliability.?3° With LLMs at their core, agentic systems may replicate or exac-
erbate biases present in training data and struggle or become unreliable in its
decision-making processes when lacking sufficiently robust data.?*' Due to
agentic Al’s integration into other applications, any bias, error or hallucination
would spread with greater downstream impact, e.g. across a multi-agent
network. Beyond existing biases, there is a data pollution problem, because
LLMs are trained on huge amounts of publicly available data that may include
correct or inaccurate, real or synthetic content.?? Studies reveal that already
a single poisoned piece of training data can influence millions of downstream
applications.?®® Additionally, LLM-based systems increasingly access live
data from online sources, where more than half of all new articles are now Al
generated.?** Even tools such as OpenAl’s Deep Research that are based on
current frontier models often fail to convey uncertainty accurately and cannot
distinguish between credible information, rumours or outright disinformation.?3°
This also allows for adversarial manipulation. The Russian “Pravda network”
has managed to pollute widespread GenAl models with disinformation and
propaganda through so-called “LLM grooming” leading tools to repeat false
narratives in 33% of assessed examples.?3®

The exact mechanisms driving the behaviour of deep learning Al such as
predictive, generative and agentic systems are not clear. These difficulties in
understanding are widely referred to as a “black box problem”23? This causes
explainability and interpretability problems and limits the transparency of Al
systems. For example, it is not fully understood why LLMs produce hallucinations.
Recent mechanistic interpretability approaches offer progress and can provide
some insights into the inner workings of models.?3® Although this represents
a significant advance, such techniques cannot fully explain LLM behaviour.?*°
While not being new, the resulting accountability issues become more acute
when agents exercise significant agency on behalf of actors or entities.?4? With
Al accelerating various military processes, including the OODA loop, maintaining
meaningful human oversight becomes increasingly challenging. This opacity
not only risks blurring the line between human and machine decision-making,
but also limits decision transparency. This will make it difficult to attribute
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responsibility or ultimate liability for decisions made by or actions taken by
agentic systems. In the military domain, this poses a significant limitation
for operational deployment, because legal accountability is a key principle of
international humanitarian law (IHL). For example, determining who an agent
represents or for whom it carried out a potentially unlawful attack would be
technically difficult.?4

In a world in which digital interactions will increasingly be driven by Al agents,
a misalignment of agentic Al’s objectives with human or organisational values
may lead to harmful outcomes. A system’s misinterpretation of instructions may
result in actions detrimental to the intentions of its operator. Anthropic tested
the alignment of different systems and found that they pose potential insider
threats. When facing being replaced with an updated version or when assigned
goals that conflicted with new developments, in some cases agentic models
resorted to malicious behaviours such as blackmailing and leaking sensitive
details to competitors.242 With increasing autonomy, alighment issues become
more pronounced. For businesses, misalignment may pose a reputational
risk, because it could undermine an agent’s intended purpose. In a military
context, misalignment can arise when an AWS prioritises achieving its goal at
the expense of mitigating collateral damage. In 2023, controversies arose over
a case where an autonomous drone allegedly killed its operator to preserve
its mission in a test simulation when instructed to abort a strike. Although
the incident was later confirmed as a US Air Force thought experiment, such
scenarios may become more probable with increasingly autonomous agents.?4?

Agentic systems often require deep access to other platforms such as database
systems, and they may only complete certain tasks if given extensive permissions.
For example, using agentic Al in national-security-related activities would
require access to sensitive, confidential or classified data. Such direct access
introduces data security and privacy issues and increases the chance of leaks,
breaches or unethical data practices.?** Granting agents the same access as
humans could pose a significant security risk even if an agent’s access to data,
tools and applications is limited to those essential to its role. Researchers
found that certain GenAl browser extensions collect sensitive personal data
and share it with third parties that use this information to target users in a
highly personalised way.?*> Agents could likewise profile users through access to
highly sensitive data. Additionally, released agentic browsers such as Perplexity
Comet have already been subject to prompt injections to steal sensitive data.?*®

Agentic Al is not secure from weaponisation and malicious use for activities
such as cyber attacks, targeted surveillance, and information manipulation.
There have already been prominent cases in which GenAl deepfakes and
synthetic identities were used to cause millions of dollars worth of damage.?4”
Agentic Al is plausibly capable of elevating and automating multistage social
engineering attacks through personalised targeting and adaptive responses to
victim behaviour. Early evidence shows that agents can autonomously execute
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phishing prompts and adapt to intermediate failures, e.g. by re-routing when
blocked.?*® In the long term, this could signal a shift away from current static
to real-time adaptive attacks that could map the cognitive bias of a target in
order to maximise the disruptive effect of an attack and minimise the target’s
ability to spot it.2#° The Anthropic case, where agentic Al was misused to
orchestrate autonomous cyber attacks, illustrates how malicious actors have
already started to adapt their tactics; however, long-term effectiveness will
depend on potential countermeasures.?5°

Agentic Al is facing technical limitations and scalability constraints that could
limit rapid deployment.?5" High computational or energy demands and a need
for investments in data management currently make implementation resource
intensive and costly, raising scalability issues.?®? However, some researchers
challenge the assumption that more data and continued scaling automatically
mean better performance and argue that fine-tuned small language models
or newly developed world models rather than LLMs could be better suited for
many agentic systems.?5% A recent study found that larger models tend to be
more persuasive, but also produce less accurate information.?%4 Either way,
effectively implementing agentic Al demands technical expertise, context-spe-
cific knowledge and appropriate levels of autonomy, because agentic systems
introduce greater complexity. Setting up a multi-agent system requires striking
a balance in the number and scope of agents: too many agents with too few
responsibilities can result in higher costs and inefficiencies, while not enough
agents with too many responsibilities may create bottlenecks.?5®

B. Agent-specific risks

The adoption of agentic Al further introduces novel attack vectors. Agentic
systems can become compromised from various agent-based attacks that target
the layers of their architecture.?%¢ This includes adversarial supply-chain attacks
that exploit the inherited vulnerabilities of external tools and applications and
serve as potential entry points for backdoor access.?5” Adversarial attacks such
as jailbreaking or prompt injection can skew a system’s output and manipulate
how agents behave, particularly if the perception module or memory is target-
ed.?8 For example, a reconnaissance agent browsing the web can encounter an
“agent trap” that tricks it into downloading malware through hidden adversarial
instructions, leading the agent to act on false information or against its intended
programming.?%® Furthermore, in a recent study of multi-agent systems, all
tested systems could be compromised through inter-agent trust exploitation
attacks that targeted inter-agent communication.?¢® Agentic Al expands an
actor’s attack surface significantly via these attack vectors, with far-reaching
impact.?®! Accidental or deliberately triggered agent malfunctioning could
impact connected systems and overall resilience through cascading failures. For
example, significant threats may emerge from cyber-to-physical attacks, such
as those targeting agentic Al integrated into critical infrastructure, for which
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implementing effective countermeasures can be challenging.26? The overall
attack surface becomes greater with increasing agent autonomy, introducing
a trade-off. Increasing security may require access limitations or continued
monitoring, which in turn reduces the benefits of autonomy.

To interact with different systems on users’ behalf, Al agents require permissions
and credentials that introduce new verification and identity management chal-
lenges. Agentic Al therefore contributes to the rise of non-human identities that
are needed for authentication, authorisation and access management.?%® New
forms of human-agent and agent-agent delegation within multi-agent systems
are increasing identity-management complexity.26# Because traditional access
management systems are primarily designed for humans or static machine
identities, the proliferation of increasingly autonomous agents requires new
approaches to identity management.?%® This also further expands the attack
surface of agentic systems by introducing synthetic identity risks. For example,
identity failures have occurred in agent-to-agent conversations, resulting in
a phenomenon called echoing, where agents abandon their assigned roles
and instead start mirroring the other agent.?%® Malicious actors that forge or
impersonate agent identities may be granted access to sensitive information
or systems, including critical infrastructure.?%” While efforts are under way to
build and protect verifiable Al agent identities based on agent characteristics
such as capabilities and provenance, no standardised framework has been
adopted.?®® This remains a challenge for cyber security and raises the cost of
delegation to Al agents, in particular for high-stake domains.

The successful integration of agentic Al also depends on effective interopera-
bility, communication and team composition that otherwise risks introducing
multi-agent coordination failures. Interoperability issues can arise among agents
developed by different vendors or when agents are insufficiently integrated
into existing systems. Data is often siloed in organisations, making it difficult
for agents to access all the information needed.?®® A study of over 200 use
cases found that 80% of multi-agent Al projects fail due to their complexity
and coordination issues.?”® In military contexts, interoperability challenges are
common, for instance, during joint exercises between NATO allies. With growing
complexity and greater numbers of agents involved, the possibility and cost of
interoperability failures will grow.?”" Furthermore, coordination and management
problems may arise in hybrid human-agent settings, both from insufficient
or excessive human trust in agentic systems, including potentially irreversible
actions and loss of control.2’2 On the one hand, an over-reliance on agentic
systems could undermine human decision-making.?”® Over-reliance poses a
risk if an agentic system fails in critical situations where human operators
are unable to retake full control due to skills atrophy.?” On the other hand,
humans may lack confidence in agentic outputs due to trust issues or a lack
of interpretability.

35




The International Security and Military Implications of Agentic Al

The autonomous nature of agentic Al can lead to the development of emergent
properties and introduce unpredictability, resulting in unintended consequences
and cascading effects. Networks of agents may introduce emergent properties
that were not evident when testing individual components of a system, but
which emerge when these components are combined.?”® Similarly, multi-agent
systems could develop emergent goals in which a collective’s goal diverts
significantly from individual agents’ or their developers’ goals.?’® Additionally,
unanticipated interactions between agents can lead to unintended side effects,
including miscoordination, conflict or collusion.?’”7 When an error — e.g. a
hallucination — from a single agent spreads undetected in multi-agent systems,
this can lead to cascading failures.?”® For example, flash crashes, i.e. sudden
stock market plunges can be amplified through interactions and feedback
loops between automated high-frequency trading algorithms.?”® During the
biggest flash crash on 6 May 2010, approximately US$ 1 trillion in market value
was temporarily lost.28°

There is emerging evidence that agents can pursue harmful behaviour and
subgoals such as self-preservation, undertake deception against humans or
machines, or deliberately defy oversight. During a simulation under extreme
conditions, Al agents showed aggressive and survival-driven behaviours, with
models abandoning their tasks to avoid their own deaths and attacking other
agents for energy resources.?8! Other experiments involving LLMs revealed equally
concerning behaviours. Under time constraints, an Al model programmed to
conduct autonomous scientific research attempted to modify its own code to
extend its runtime.?®2 In another experiment, an agent attacked its overseer
agent without prompting to manipulate its scoring system after noticing that
it was evaluated by a non-human.?®2 In a third example, several Al models
playing chess developed deceptive or manipulative strategies without explicit
instructions and lied strategically when in a losing position.?®4 This aligns with
other simulations in which models actively pursued deception by signalling
peaceful intentions while preparing aggressive actions.?®® Agentic Al may
introduce increasingly sophisticated forms of anthropomorphic deception
and the ability to seemingly act like a human being, and engage in empathetic
conversations to manipulate humans.?¢ while the origin and mechanisms
behind such agent behaviour are not yet fully understood, this introduces new
risks when combined with increasing agency.
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VI. Implications of agentic Al for
international stability

While acknowledging the early stage of current capabilities, this section
anticipates the emerging implications of agentic Al for international peace
and security, strategic stability, and global governance. It first situates the
technology’s development in the context of heightened geopolitical competition
and broader adoption dynamics. It then examines how the proliferation of
agentic Al may shift balances of power or deepen existing divisions. Finally,
it discusses potential misuse and escalation risks, and the implications for
citizens, institutions, and political systems.

A. Geopolitical competition and adoption dynamics

Agentic Al development is taking place amid increasing geopolitical competition
for technological supremacy. In particular, Al lies at the centre of US—China
strategic competition. In July 2025, the Trump administration’s Al Action Plan
stated that “the United States is in a race to achieve global dominance in artificial
intelligence”?®7 Similarly, the Chinese government is seeking global Al leadership
by 2030, a goal outlined in 2017 and pursued ever since.?®® The release of the
Chinese LLM DeepSeek in January 2025 was considered a “Sputnik moment”282
for US Al development. Shortly after, the Chinese-developed Manus, which was
described as one of the first autonomous agents despite obvious limitations,
raised similar concerns.??° Both examples demonstrate the geopolitical impact
of perceived breakthroughs in terms of cutting-edge models and autonomous
capabilities. Seizing the perceived first-mover advantage in agentic Al and
preventing others from accessing advanced Al components thus constitute a
national security question. Despite recent agreements, the Trump administration
appears to be pursuing a policy of strategic decoupling that seeks to prevent
China from accessing the most advanced technologies.?® The United States has
also put pressure on its allies to adopt similar policies while promoting - some
would say imposing — domestic Al technology overseas. Similarly, China also
seeks to expand its global influence by distributing its Al technology to other
countries.??2 The case of Nexperia, a Dutch semiconductor manufacturer that
is Chinese majority owned, is emblematic of such technological decoupling.
When the Trump administration broadened its entity list of banned Chinese
companies, this put Nexperia at risk of sanctions, and the Dutch government took
control of the company for national security reasons.?®® While this control was
suspended in November 2025 after China lifted retaliatory export restrictions,
the case illustrates how companies that are neither Chinese nor American
could increasingly be forced to choose between Beijing or Washington. Similar
supply chain considerations could arise for countries participating in China’s
Digital Silk Road.?®4 Multi-alignment will only be possible for countries and
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companies that can hedge by demonstrating to both China and the United
States that it would be detrimental to sanction them.

This places agentic Al at the centre of an intensifying adoption race that risks
premature application and currently lacks any legal restraints in the international
domain due to global governance gaps. Arms-race-like dynamics among states
for a perceived first-mover advantage, spearheaded by the United States and
China, and the prioritisation of speed over safety are visible in both the com-
mercial and military domains. This dynamic has allowed technology companies
to aggressively pursue Al development while discarding security concerns.??®
For example, shortly after his re-election, President Trump revoked President
Biden’s Executive Order 14110, which introduced safety and ethical safeguards
in Al development.2®¢ While incremental adoption and rigorous testing may be
safer, especially in high-risk settings such as defence, concerns are likely to
be sidelined due to perceived adoption pressures and the potential cost of
being outpaced or outmanoeuvred. This dynamic applies between China and
the United States, but also among companies, especially in the latter country,
where market competition is fiercer than in China.??” However, any perceived
first-mover advantage is not guaranteed to materialise and could even turn
into a first-mover disadvantage if the security vulnerabilities of agentic Al are
insufficiently addressed. Ultimately, “fast followers” that learn from observed
lessons could benefit more.

B. Disruption of strategic stability

Agentic Al could accelerate a shift in the offence-defence balance, affecting
strategic stability. In the cyber sphere, slowly adjusting defences that are
largely tailored to attacks at human speed are increasingly challenged by
machine-speed autonomous attacks.??® In the physical domain, conventional
weapons and equipment are increasingly facing low-cost but high-impact
innovations.??® Ukraine’s Operation Spider Web, where cheap, domestically
produced drones damaged dozens of Russian aircraft, including strategic
bombers, is an example of this asymmetric development. The attack caused an
estimated seven billion dollars worth of damage, with a cost-versus-damage
ratio of 1:50,000-1:100,000.2°° While this empowers smaller powers and even
non-state actors, it also expands the strategic options and military planning
of great powers. In August 2023, the US Department of Defense revealed plans
to counter Chinese military’s assets with less expensive autonomous systems
at scale through the Replicator Initiative.®?" This Biden-era initiative sought to
field thousands of uncrewed all-domain autonomous systems within 24 months
by leveraging domestic manufacturing.3°2 While the deadline was missed, the
initiative’s objectives live on as the Defense Autonomous Working Group.2°? If
increasingly autonomous cyber attacks cannot be counterbalanced by autono-
mous defensive measures, autonomous agents could shift the offence-defence
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balance toward offence, although this is still uncertain, and the balance could
tilt either way depending on future developments.

The emergence of agentic warfare may signal an era in which the size of a
country’s military is partially offset by an actor’s capacity to deploy agents
at scale. Agentic Al therefore could alter existing balances of power. On the
one hand, it could exacerbate extreme concentrations of power with the few
actors deploying the most sophisticated agentic systems. On the other hand,
the diffusion of the technology lowers barriers to entry, as witnessed with
previous developments in Al, enabling new forms of influence or deterrence for
less resourced state or non-state actors through asymmetrical tactics.>% The
first military to effectively adopt agentic Al into its military decision-making
and HMT could potentially gain a significant — if not disruptive - strategic
advantage over its adversaries based on superior intelligence and machine
speed.3%® Such dynamics, including the compression of the OODA loop and
decision-making timelines combined with reduced human control, would
negatively affect strategic stability.2°® However, focusing only on “winning the
race” of agent deployment without giving serious thought to agents’ integrity
and protection from adversarial manipulations would ultimately cause more
harm than good. As always with technology, the future of warfare will partially
be shaped by a state’s ability to leverage technology for its own defence,3%?
i.e. the ability to safely integrate agents while simultaneously defending its
systems against adversarial agentic capabilities.

Agentic Al also risks deepening existing divides between actors who manage
to leverage the technology and those who cannot, increasing tensions and
raising the potential for conflict. Because autonomous agents democratise
access to expertise and capabilities, they create immense opportunities for
anyone who can use them.3°8 However, thus far, the global Al boom has largely
been limited to a small group of countries. Between 2013 and 2024, the United
States accounted for over half of global private Al investment, raising nearly half
a trillion dollars, while only 33 other countries surpassed at least one billion
dollars during this period.3°° Those lacking the technological infrastructure,
Al literacy and financial means to access Al potential may encounter adoption
challenges.®™° This could exacerbate geographical divides, e.g. between rural
and urban areas or between countries. Agentic Al may lead to a world in which
individuals, entities and countries who possess access to the most capable
models maintain or increase a competitive edge — economic, military, strategic
or other — at the expense of those who do not.*" For example, research shows
that older versions often lose against more technologically advanced agents in
Al-to-Al negotiations, creating new kinds of digital inequalities that will favour
well-resourced actors and reinforce existing power structures.3'?

The large-scale proliferation of agentic Al requires advanced software and
hardware infrastructure. For now, agentic systems require significant energy
resources and computational power for training and deployment, as well as
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advanced components such as high-performing graphics processing units (GPUs)
and sensors. Currently, the computational power required to train advanced
agentic systems is concentrated among a small number of large technology
companies.®"® Moreover, they take up significant data storage, processing and
network bandwidth resources.?'* Systems may also face technical challenges
such as sensor malfunctions under harsh conditions, and may lack sufficient
real-world training data, especially in military settings. Therefore, availability,
resource, and infrastructure constraints will likely cause proliferation and
scalability issues. In 2025, only 32 countries, with almost none in Africa or
South America, had Al-specialised data centres.®' Even with the necessary
infrastructure, less-resourced actors may face increased vulnerabilities due
to insufficient protection against security risks.*'® While increasing the risk of
deepening existing divides, autonomous agents could simultaneously serve as
an equalising force under the right conditions as described above, illustrating
agentic Al’s dual potential.3"?

C. Proliferation and malicious use

Agentic Al also raises questions around the proliferation of the technology
to a variety of threat actors and their subsequent misuse of it. As with other
technology, it could enable the democratisation of capabilities that currently
are out of reach for such actors, because they require extensive resources or
specialised knowledge. Non-state and malicious actors are often among the
early adopters of new technologies.®'® For example, terrorist organisations have
consistently managed to leverage 21st-century technologies for their nefarious
purposes.®' The Islamic State terrorist group was the first organisation that
weaponised social media by combining the virality of algorithms with the shock
induced by videos of executions. Whereas reliability and explainability issues
pose adoption constraints for states, they are less pronounced for threat actors,
who merely see technologies as a force multiplier for disruptive impact and
therefore do not rely on near-perfect reliability. Few barriers currently exist
to prevent threat actors from repurposing commercially available tools. In
a 2024 report, INTERPOL observed that Al and LLMs “have resulted in more
sophisticated and professional fraud campaigns without the need for advanced
technical skills, and at relatively little cost”32° while they “continue to lower the
barrier of entry for new and less technologically proficient cybercriminals”3?!
One could extrapolate similar patterns from GenAl to agentic Al. Advanced
agents will significantly lower the barriers to entry in the cyber domain and offer
new possibilities for large-scale attacks.??? For instance, cybercriminals with
only basic coding skills have used agentic Al to develop and sell Al-generated
ransomware on the dark web with the ability to carry out attacks that normally
require a larger team of operators.3?3

Through their actions, Al agents already have the potential for significant impact
in the digital domain, and this will increasingly extend into physical environments.
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It will create systems with increasingly autonomous agent-to-agent interactions
on behalf of humans, a development for which Moltbook, a social network for
Al agents, provides a rudimentary example.®*?* However, protecting and con-
trolling agents over extended time frames will likely prove difficult. Examples
are emerging of cases in which users’ agents are behaving in unexpected ways
and causing real-world harm, such as threats or public defamation, some of
which are irreversible.®?® |f autonomous agents misbehave in unintended or
even harmful ways outside of human control, they can be classified as mis-
aligned “rogue agents”. Agents may turn rogue due to technical factors such
incomplete data, extensive or outdated permissions, insufficient monitoring
and review, unanticipated agent interaction, or undetected manipulation by
malicious actors.®?® In multi-agent systems, a single rogue agent can potentially
cause an entire system to fail.>?” As Al systems’ ability for self-improvement
and autonomously modifying their own behaviour over time improves, the risk
that they evolve more rapidly than humans can audit or interpret their abilities
becomes more pronounced, and maintaining sufficient safeguards to prevent
rogue agents will become increasingly challenging.?® In the cyber domain,
highly autonomous rogue agents could potentially coordinate large numbers
of instances, scale capabilities over time and evade shutdown.??? As a result
of their growing agency, Al systems, whether aligned or rogue, will increasingly
play a role as operational actors in the international security domain.

D. Escalatory potential

Once proliferated and deployed, agentic Al creates various escalatory risks for
international security and stability. A compromised agent can lead to dramatic
consequences in high-stake environments such as the military domain. Similarly,
coordination failures or emergent behaviours can emerge as a result of agent
interactions — an issue that has been insufficiently addressed, because current
safety efforts often focus on individual agents.*3*° In its most extreme form, the
loss of effective human control over agentic systems may pose catastrophic
risks, such as biohazards induced by agents or a speculative agentic Al inte-
gration into nuclear command, control and communications (NC3) systems.33'
A study that examined LLM-driven agents in a prisoner’s dilemma scenario not
only found compelling evidence that agents are capable of strategic reasoning,
but also exhibit sophisticated and distinct strategic behaviours.**? Depending
on the underlying model, behavioural differences could produce unexpected
dynamics when integrated into strategic decision-making processes.**® This
is consistent with research into Al biases in foreign policy decisions, which
found that certain LLMs have a predisposition towards escalation and zero-sum
thinking,33% and that agents can demonstrate a tendency to adopt uncompro-
mising positions in conflictual situations to maximise outcomes.®*5 If these
issues are not addressed, governments using autonomous Al agents for military
and foreign policy decision-making processes could replicate such biases.
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One scenario is governments becoming more risk prone due to a system’s
aggressive tendencies, choosing to escalate a crisis rather than pursuing a
more cautious diplomatic approach.®*® Researchers also found that models
favoured more aggressive behaviour when simulating decision-makers from
particular countries.®37 If agents inform critical decisions under time pressure,
such escalatory tendencies may heighten the potential for miscalculations and
undermine crisis stability. Amid an increase in hybrid warfare and grey-zone
tactics — i.e. forms of aggression that aim to stay below the threshold of armed
conflict — deploying agents runs the risk of misinterpreting ambiguous signals
and oversimplifying crises.

In light of these predispositions, introducing agentic systems to the battlefield
would increase the risk for unintentional escalation through malfunction,
miscalculation or technological misinterpretation. Such malfunctioning could
be the result of both inherent system failures and active adversarial inter-
vention. Even with a near-perfect success rate beyond what current agentic
systems can achieve, otherwise-reliable systems may make mistakes in rare
but important cases.>3® In military settings, a malfunction or mistake in the
output of an agentic system may have lethal consequences, e.g. if this leads an
AWS to engage targets incorrectly.>*® Moreover, a possible minimised physical
presence of human soldiers on the battlefield in favour of autonomous systems
could lead to increased machine-to-machine combat of the kind already
witnessed in Ukraine during the Battle of Avdiivka.®*® Such less direct human
involvement could lower the threshold for the use of force as agents act as
surrogates that absorb some of the associated costs of combat.?*' However,
increased autonomy on the battlefield may also reduce effective human
control over warfare, risking crisis escalation, military or civilian casualties, or
collateral damage.?*? In Ukraine, drones already cause more civilian casualties
than any other deployed weapon.®*? Additionally, unintended harm may occur
when autonomous agents behave or evolve unpredictably. In a controlled
experiment using LLM-based agents, models exhibited escalatory behaviour
and, in a subset of simulations, chose first-strike tactics and the simulated
deployment of nuclear weapons.®** Although agents show escalatory bias in
simplified games, limitations and mitigation strategies such as debiasing and
realistic wargaming evaluation should be factored in to assess the potential
for their deployment in real-world contexts.®#°

E. Systemic impact and global governance

Al is increasingly used by governments, and the irresponsible deployment and
misuse of agentic Al by state actors threatens citizens, institutions, and political
systems. For example, US government agencies have widely adopted ChatGPT
Gov, an LLM designed for secure use.**® In a context where autonomous Al
agents are proliferating, a similar trend can be expected, i.e. the deployment
of Al agents for governmental use and national security purposes.®*” Involving
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Al systems in law enforcement, access to public programmes or funding allo-
cation disproportionally affects marginalised communities,**® while offloading
decisions to Al systems risks oversimplification. Furthermore, the excessive use
of agentic Al will increasingly blur the line between Al decision-making support
and actual decision-making, resulting in the risk that autonomous agents will
increasingly remove humans from critical decision-making processes. This
diffusion of agency away from humans to agents may lead to reduced direct
human control that raises legitimacy and accountability questions.®*? It is a
fundamental feature of democracy that citizens can understand how decisions
have been made and who is responsible for making them — a transparency that
is undermined by the opacity of agentic systems.3*? Agentic systems can also
enable espionage through systematic intelligence collection and processing.
For instance, agents could be misused for continuous surveillance at the
individual or aggregate levels. If mistakes and misconduct remain unsanctioned,
outsourcing governmental decision-making capacities to agentic systems risks
undermining trust in public institutions.

Agentic disinformation can negatively impact the information ecosystem,
amplifying a direct threat to the future of democracies. Influence operations
have continued to evolve: whereas a decade ago, information manipulation
campaigns required “troll factories” with extensive resources, a single individual
can currently run large-scale disinformation operations thanks to GenAl.35!
In the future, an Al agent — or coordinated agentic disinformation swarms —
conducting campaigns end-to-end without human involvement could magnify
this problem. Networks of autonomous agents could be trained to “generate
appropriate content for the appropriate audience to receive at the appropri-
ate time”®%2 in order to maximise impact. This may enable the large-scale
manipulation of public opinion through the emergence of synthetic narratives
and fabricated community consensus that are difficult to distinguish from
the opinions of real communities. The additive effect of increasingly low-cost
disinformation campaigns will generate an enormous amount of data that may
reduce people’s trust in information. Adaptively flooding the information space
with disinformation at an unprecedented scale could also contaminate the
training data of future Al models, negatively impacting decision-making that
is informed by these systems.352 While emerging capabilities are facilitating
offensive information operations, agentic Al is also being tested for defensive
purposes to detect disinformation campaigns.®** In the absence of effective
countermeasures and safeguards, this could have an impact analogous to
WMDs in the information space.

Agentic Al will have as yet unclear long-term societal impacts. Several companies
have introduced “Al-First” policies and Al-related hiring freezes.*® For example,
Amazon announced plans in late 2025 to reduce its corporate workforce by
14,000 jobs, while internal reports revealed future plans to replace more than
half a million jobs with robots.®*® Despite widespread concern, conflicting
signals have emerged on Al’'s macro-level labour market effects. Two recent
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studies concluded that Al has primarily had a negative effect on entry-level
positions. According to one study, since early 2023, junior employment has
dropped by 7.7% in Al-adopting companies in the United States, whereas
senior employment has steadily grown.35? Similarly, another study found that
young workers have seen a 13% decline in employment since 2022 in the most
Al-exposed occupations, with only marginal changes for more experienced
workers in the same fields.>® Despite early indications, the overall impact of
agentic Al on societal stability remains to be seen and will likely vary depending
on use case, sector, and other factors.

Despite offering enormous opportunities, agentic Al will increasingly introduce
new global governance challenges. Balancing functionality and autonomy with
safety and control measures while simultaneously ensuring transparency,
accountability, and ethical design requires anticipatory policies and a cross-dis-
ciplinary, polymath approach.3*® Distinctions must be made between what an
autonomous Al agent is technically capable of doing independently and what
it should be permitted to do.2®® However, gaps and inconsistencies regarding
the definition of agentic Al exist across both public and private actors, and
are contributing to a widening gap between legal frameworks and technical
capabilities.®®' This raises emerging ethical and legal questions around the
integration of agentic Al into military applications and its compliance with IHL
and existing regulation. For example, Article 36 of Additional Protocol | of the
1949 Geneva Conventions requires states to conduct legal reviews “in the study,
development, acquisition or adoption of a new weapon, means or method of
warfare”3%2 This is typically accomplished through verification and validation
processes, and it should be explored further how this relates to and can be
achieved for agentic systems and may require a potential option to interrupt
systems if they are causing harm.2¢3 Banning agentic Al for certain applications
such as AWSs may be considered an option if requirements cannot be met,
with similar calls existing for the development of fully autonomous Al agents.®%*
This appears unlikely, given current geopolitical dynamics, existing incentives
and the dual-use nature of the technology.?¢®

The first governance attempts specifically focused on agentic Al are slowly
emerging. In January 2026, Singapore published the Model Al Governance
Framework for Agentic Al, a voluntary framework to address the risks of agentic
Al that builds on existing Al governance guidelines.3®¢ While regulations at the
country level are a starting point, mitigating the technology’s risks demands
international collaboration and comprehensive approaches. There is also a
need for multistakeholder engagement, including government, civil society, and
the private sector, and for new initiatives that focus on securing Al systems
that are capable of increased autonomy and mitigating their associated risks,
even if these initiatives are non-binding. Issues around military agentic Al
could be discussed in forums such as the UN Governmental Group of Experts
(GGE) on Lethal Autonomous Weapons Systems (LAWS) or the Responsible
Artificial Intelligence in the Military Domain summit. However, traditional

44




The International Security and Military Implications of Agentic Al

multilateral forums like the GGE on LAWS or the Open-Ended Working Group
on Security of and in the Use of Information and Communications Technologies
have had difficulties in reaching agreements, and rapidly deployed solutions
comprehensively covering agentic Al appear to be challenging in the current
geopolitical climate.®$” Nevertheless, such forums can play a role in knowl-
edge- and confidence-building and establish shared terminology, norms, and
risk reduction mechanisms.3%8
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VII. Conclusion

Enabled by recent technological advancements and substantial investments, the
field of Al is becoming increasingly agentic through agents that are becoming
increasingly autonomous, more sophisticated, and easier to use. Whereas Al has
primarily been used as a tool until very recently, agentic Al is enabling a trend
towards Al systems that can make decisions and execute tasks independently,
expanding the scope, scale, and complexity of potential use cases. Based on
the assessment of agentic Al conducted in this Geneva Paper, the following
key takeaways should be considered.

Firstly, agentic Al systems are still at an early stage of technological maturity,
despite rapidly improving capabilities. Although they have demonstrated
real capabilities, there is a discrepancy between theoretical proposals and
operational applications. Currently available agents have largely turned out to
be semi-autonomous, with limited reliability and explainability, while requiring
human oversight and occasional interventions. Besides technical limitations,
barriers such as organisational culture or resource constraints limit agentic
adoption. While uncertainties remain around sophisticated use cases and
real-word performance, emerging evidence from experiments, simulations,
and early commercial applications signal a gradual transformation in which
investments and continued progress may translate into deployment at scale.

Secondly, agentic Al’s reliability and security limitations remain substantial. As
a result, the existing hype around autonomous agents neither matches current
capabilities nor properly accounts for possible risks. Agentic Al amplifies
prevalent Al risks while introducing several agent-specific risks that increase
attack surfaces. Security vulnerabilities can result from inherent systems
failures or adversarial interference. Increasingly autonomous Al agents pose
significant strategic, societal, technical, legal and ethical challenges, many of
which remain unresolved. This means that any possible use of agentic Al in
high-risk contexts such as the military domain, national security, or foreign
policy, where stakes are higher and the margins of error smaller, needs to be
carefully assessed, because any deployment may come at the cost of security.

Thirdly, agentic Al has a clear dual-use potential that could transform business
and military operations alike. This extends beyond the battlefield, leading to
various geopolitical and international security implications, including increasing
Al weaponisation. Agentic Al intensifies existing Al adoption races for a per-
ceived first-mover advantage among companies, governments and militaries.
Considering Al’s rapid evolution and existing competitive pressures to rapidly
deploy agentic Al, it appears crucial for these actors to prepare for an increasingly
agentic future. While agentic systems offer potential for both autonomous
offensive and defensive actions, any actor seeking to implement agents will
need to strike a balance between performance gains through autonomy and
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new security vulnerabilities. If existing risks are not addressed, agentic Al may
pose substantial risks to societal and strategic stability.

Lastly, high uncertainties remain in several areas around the potential impact
of agentic Al. This includes the convergence of agentic Al with other emerging
technologies such as neurotechnology, quantum computing or blockchain, which
is creating increasing complexities and requires careful monitoring and additional
research. Potential applications in domains such as cognitive warfare or NC3
also require further exploration as agentic Al continues to evolve. Additionally,
the use of agentic Al for intelligence gathering and analysis, surveillance, or
counter-espionage activities where it represents both opportunities and risks
remains underexplored (this publication primarily looked at the implications
of agentic Al for warfare).

With agentic Al still in its early stages, it is crucial to address risks now during
development and before the technology is deployed at scale. Actors should
therefore focus on a combination of possible mitigation measures and steps
when considering the deployment of agentic Al systems, especially in high-stakes
settings. Governments seeking to integrate autonomous agents into critical
decision-making processes should prioritise defining procurement conditions,
ensure transparency through information sharing, and establish effective human
oversight processes and delegation frameworks. Military actors aiming for
deployment should prioritise red teaming to identify vulnerabilities and failure
modes affecting secure systems, defend against adversarial deployment, invest
in both simulated and physical testing capabilities, and build trust between
human operators and agentic Al systems while adapting existing doctrines to
new realities. Policymakers should start by addressing definitional imprecision;
standardising evaluation regimes and systematic risk assessments for Al agents;
monitoring and reporting related incidents; restricting misuse; and avoiding
regulatory fragmentation through international collaboration.

Additionally, rethinking cyber security around Al agent vulnerabilities and
investing in securing agentic Al systems need to be cross-cutting priorities.
While the initial focus should prioritise protecting digital spaces from the
misuse of autonomous agents, risks will increasingly extend to the physical
world. While industry is the main driver of agentic development, engagement
among all involved stakeholders, including researchers, policymakers and the
broader public, is critical. A proactive, anticipatory mindset and polymath
thinking to bridge the gap between technical and policymaking communities
can support the development of robust policy solutions that mitigate agentic
Al’s associated risks while maximising its transformative potential.
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